



































The UHS Intranet is a website containing links to internal/external information resources and internal
healthcare administration tools. Advanced tools involving EPHI include patient lookup (e.g. with Blue
Cross) and tuberculosis immunization tracking for international students. Access to these tools is
governed by UMICH Kerberos credentials and the CoSign mechanism, and is generally limited to UHS
employees and UHS-authorized individuals. Access to most UHS systems is verified by UHS managers
on a quarterly basis. UHS IT Services distributes to each manager a list of users in their respective areas
and the users' level of access to several UHS systems. This list does not include UHS Intranet access.
nagement Plan - ITS will inclnde the appropriate UHS Intranet group memberships in the guarterly
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access reports sent to UHS managers beginning with the November reporting cycle.

Yulnerabilities in Intranet Tools Server - The TTS Manager shared recent valnerability assessment reports
from U-M IT Security Services. These scans were performed on June 19 from on-campus locations, so
the results indicate vulnerabilities exposed within the University - not necessarily exposed to access
outside the University network.

A scan that examined the entire UHS network through the UHS firewall found vulnerabilities in the
HTTP and HTTPS services on the UHS Intranet tools server. These were the only UHS network services
exposed outside the department. The most significant issue the scan identified is an outdated version of
PHP. Vulnerabilities in PHP can be exploited to gain control over a web server. The scan also identified
two moderate-risk issues. One allows users to connect with inadequate encryption, weakening their
protection against eavesdroppers. The other makes it easier for attackers to guess usernames on the web
server's operating system, a prerequisite for guessing passwords.

Management Plan - UHS will replace this server with a backup server that is fully patched. In the
future, all updates will be tested on the backup server before deploying to the new server.

Emergency Data Access Procedures - UHS security policy requires development of emergency EPHI
access procedures, and describes what the procedures must cover. However, no actual emergency access
procedures are cited or linked. Without clear and specific procedures, emergency access may not be
obtained in a timely manner, proper authorization may not be secured, and adequate records may not be
retained.

Management Plan - UHS will develop the recommended emergency data access procedures.

Security Policy Irnprovements - UHS Security Policy requires that systems be able to automatically
disable accounts that are idle or that exceed a pre-determined expiration date. Management indicated
that no systems are configured in this manner.

UHS Security Policy 4.13.a.ii requires workstations o be patched for security vulnerabilities through a
timely and documented process. The policy does not address servers. The absence of policy addressing
servers increases the likelihood of infrequent, incomplete security patching, continued vulnerability, and
system compromise.

The practices in place for culling inactive accounts and patching servers are sound, but policy needs to be
updated to reflect these practices. For UHS systems that are unable to support automatic disablement of
accounts, the UHS Security Policy should allow for manual review and disablement as is currently
practiced. Additionally, the Policy should be amended to include patching requirements for servers
similar to those in place for workstations, so that existing server patching practices have a basis in policy.

Management Plan - UHS will update the Security Policy to implement periodic review of expired
accounts rather than automatic disablement, and require the patching of servers.
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With the exception of the items listed above, the controls employed by UHS IT Services are consistent with the
HIPAA Security Rule requirements. University Audits will review UHS management’s progress toward
implementing corrective action in the third quarter of fiscal year 2009.

Healthcare

Medical School Pulmonary and Critical Care Medicine Operational Review #2008-207
Issued September 26, 2008

University Audits conducted an operational audit of Pulmonary and Critical Care Medicine, a division of the
Department of Internal Medicine. Some operational functions such as human resources, timekeeping, and faculty
compensation are managed at the department level. Other operational activities, such as grant management and
procurement, are managed at the division level. University Audits assessed the operational controls of one
representative division, Pulmonary and Critical Care Medicine (PCC), which includes the related Department of
Internal Medicine managed activities,

University Audits examined the following processes to evaluate the adequacy and effectiveness of internal
controls over operational responsibilities:

¢ Faculty compensation

Payroll controls

Grant allocations and budgetary controls
Purchasing controis

Conflicts of interest and conflicts of commitment

* & *» »

PCC has developed a strong system of controls. Notable features include:
* Processes to facilitate accurate effort reporting by research faculty and staff
e Detailed review and monitoring of expenses charged to grants, including analyses of variances
o Thorough P-Card review, reconciliation, and approval
¢ Maintenance of sufficient documentaiion and authorization for faculty compensation payments

Control Issues:

¢ Grant Key Personnel - Certain grant sponsors require prior authorization if effort by key personnel, as
defined by the sponsor, decreases below established guidelines. University Audits identified two
exceptions to sponsor requirements. Prior approval was not received in either case. For one grant, effort
of the Principal Investigator (PI) had decreased more than permitted by the sponsor. For the other grant,
a co-investigator was replaced during the project and the sponsor was subsequently notified.
Management noted that the sponsor was transitioning during this period to a new policy of identifying
specific key personnel in the grant and there was a lack of clarification in this area. The sponsor
subsequently clarified that specific co-investigators were considered key personnel.

In addition, University of Michigan Health System Policy 01-04-007 requires that each unit facilitate a
review of effort with all research sponsored employees on a quarterly basis. If the variance between what
is reported in the human resource sysiem and actual effort on sponsored grants is three percent or more,
an adjustment nust be made in the system.

Management Plan - The Division Administrator will implement a process to ensure all actual research
effort is compared to grant required effort as part of a quarterly review of research effort. The Medical
School’s Director of Granis Review and Analysis will communicate to all grant administrators the need
for compliance with grant sponsor’s minimum effort requirements. She will also work with the Medical
School Effort Compliance group to develop additional training or communication to department effort
specialists.
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¢ Travel and Hosting - Internal Medicine has developed its own Travel and Hosting policy that is more
stringent than University requirements. While this creates a stronger control environment, University
Audits identified some examples of non-compliance to the Internal Medicine's Travel and Hosting
Guidelines. Specifically:
o Itemized receipts are not always submitted when meals are charged to hotel rooms.
o Policy states that all hosting requires chair approval, but in the sample selected one hosting form
was not approved by the chair.
o Alcohol was not deducted from a meal cost and thus charged to a grant. The alcohol was
reclassed to an appropriate account when this was discovered during the audit.
o Guidelines regarding meal limits are not always followed.

Management Plan - Department of Internal Medicine will review curent Travel and Hosting guidelines
and practices and will provide additional training, as appropriate, to ensure practices are aligned with
current policies. Meetings have been held and a lean project is being developed to address the above
issues.

o Timely Submission of Travel and Hosting Expenses - Department of Internal Medicine guidelines state
that all expenses must be submitted for reimbursement no more than six months after the date of the
transaction. This does not comply with Standard Practice Guide (SPG) Section 501 .4-1 Travel and
Business Hosting Part III A that states that expenses must be submitted within 30 days after expenses are
incurred. In addition, part VI of SPG 501.4-1 references procedures which state P-Card statements are
due on the 15™ of the following month. During testing, several late filings of P-Card statements were
noted that could result in termination of P-Card privileges.

Management Plan - Department of Internal Medicine updated policy to reflect the timeframe stated in
the SPG and will ensure the review and approval cycle is shortened to meet University policy. Meetings
have been held and a lean project is being developed to address P-Card timeliness.

Based on the audit work conducted, University Audits determined the overall control environment within
Pulmonary Medicine and Critical Care Medicine is sound. A follow-up review will be conducted in the third
quarter of fiscal year 2009.

FOLLOW-UP REPORTS
Arbor Lakes Computing Facility Follow-up #2008-307
Original Report issued December 20, 2007 Follow-up Report issued July 1, 2008

Management has implemented positive changes to address all of the issues discussed in the original audit report
with one exception; disaster recovery planning has not yet been formalized. The status of each issue is described
below.

¢ Motion Detectors - The MCIT ALCF has a generator plaza located behind the Arbor Lakes facility. It
houses two water pumps, the emergency generator, and the fuel tank for the generator. University Audits
recommended the installation of motion detectors that would turn on the plaza lights and alert Technical
and Operations Services staff in the monitoring room when it is triggered. MCIT has funded this project.
1t is currently in the design phase and is scheduled to be completed later this calendar year. This item is
closed

e  Water Pump Valves - The water pumps in the generator plaza have a number of valves on them. These
valves were not protected from inappropriate use. University Audits recommended that the valves be
locked. MCIT has had locking covers installed on all the valve handles in the generator plaza. These
covers are a very effective means of preventing tampering. This item is closed.

14



Loading Dock Doors - There is a set of loading dock doors leading into the ALCF from outside. The
doors are equipped with a contact alarm. At the time of the audit, this alarm was monitored only during
non-business hours. UMHEHS Security is now monitoring the alarm 24 hours a day.

These loading dock doors were found to be structurally weak. Their lack of reinforcement could have
provided an easy point for forced entry. University Audits recomnmended installation of sturdier doors
and a mullion for reinforcement. MCIT did research and found that heavier doors would result in the
need to reinforce the frame and were cost prohibitive. A mullion was installed which improves the doors’
structural integrity. This item is closed.

Computer Room Access Lists - Three groups share control over access to the ALCF. University Audits
recommended that these groups set up regular meetings to ensure that their individual access lists are
consistent. A person on the access list who should not have access poses a risk to the security of the
Machine Room. In lieu of these meetings, MCIT Compliance has developed a draft Standard Operating
Procedure (SOP) for review of these lists. This SOP states that MCIT Compliance will contact each of
the units quarterly for their current access list, and then review these lists to look for inappropriate access.
University Audits has reviewed the draft of this SOP and finds that implementation of this procedure will
help prevent unaunthorized individuals from gaining improper access to the Machine Room. This item is
closed.

Unlocked Server Cabinets - Server cabinets in the ALCF are kept unlocked. University Audits
recommended that policy be changed to require all cabinets to be locked at all times. MCIT has elected to
accept this risk. Because of the additional controls placed over access to the ALCEF in response to this
audit, risks are sufficiently minimized. This item is closed.

Video Monitoring - There are a number of cameras throughout ALCF and the generator plaza. University
Audits recommended the implementation of sensor grid technology for the cameras, and increased
recording. MCIT has increased the recording and monitoring of cameras at all entry and exit points by
sending the video to the UMHHS Facility Control Center (FCC). The implementation of the sensor grid
technology is in progress. This item is closed.

Disagter Recovery - Currently MCIT has no formal Disaster Recovery Plan for ALCF, Most of the
required information is available but not in one place and is not readily accessible. For example, MCIT
has an Emergency Response Plan that encompasses ALCFE. There are also “calling trees™ and wriiten

procedures for responding to outages. Management should collect, coordinate, update, and formalize this
information and place it into a central repository.

Fire Safety - Fire safety within the entire Arbor Lakes complex could impact the data center. University
Audits recommended that MCIT and Arbor Lakes Facilities work with the U-M Fire Marshall to discuss
improving fire safety. Those three groups met and discussed improvements to detection, suppression, and
reporting systems. Arbor Lakes Building 2 is now slated to receive a sprinkler installation in fiscal 2009.
The entire Arbor Lakes complex will be protected by sprinkler systems by fiscal 2012. Complex wide
detection improvements are also slated to occur during this period. This is a tremendous improvement
that will increase safety for both the ALCF, and the entire Arbor Lakes complex. This item is closed.

Fire Panel Upgrades - During the review, University Audits found that the fire panel controlling fire
detection and suppression in ALCF was not reporting as designed. University Audits recommended that
the panel be made to conform to its original specifications. This required the installation and
configuration of two “physical bridge” dedicated lines to connect the panel to the FCC. Both lincs have
been installed, configured, and tested. The panel is now reporting as designed. This item is closed.

Battery Room Spill Guard - The Uninterruptable Power Supply (UPS) for ALCF is powered by wet cell,
acid batteries. University of Michigan Zone Maintenance personnel service these batteries. At the time
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of the audit, measures to control leaks from the batteries in the racks and a safety shower were in place.
University Audits recommended that a spill guard be installed to confine spills occurring when the
batteries are not in the racks in the battery room. MCIT installed rubber blades on the bottom of the doors
to prevent spills from leaving the room while the doors are closed. OSEH was consulted prior to the
installation and deemed this to be an acceptable method of containment. This item is closed.

e Safety Shower Test Requirements - Zone Maintenance needs to test the safety shower in the UPS room
periodically. This will ensure that it is functioning properly, and that the water in its pipes is clean.
MCIT has created a log to track testing. Zone Maintenance has been performing the tests bi-monthly
since Jamnary, Thig item ig closed.
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Follow up on formalizing the Disaster Recovery Plan will be performed during September 2008.

Arbor Lakes Computing Facility Second Follow-up #2008-307
Original Report issued December 20, 2007 Follow-up Report issued September 30, 2008

The Medical Center Information Technology (MCIT) Arbor Lakes Computing Facility (ALCE) audit report was
issued on December 20, 2007. An initial follow-up review was issued July I, 2008, indicating that management
had implemented positive changes to address all of the issues discussed in the original report with one exception,
disaster recovery planning. This second follow-up review examined the disaster recovery planning issue and
corresponding corrective actions. Management is making positive progress towards the resolution of the
remaining issue.

Disaster Recovery - MCIT has hired a Data Center Project Manager and Service Continuity Manager. Part of this
individual’s job is to develop comprehensive disaster recovery procedures and documentation for all of MCIT.
While this does not expressly address disaster recovery planning for the ALCEF, it will sufficiently improve
MCIT’s overall disaster recovery posture to address this requirement. Planning and testing that is currently being
performed using other data center facilities will provide a foundation for MCIT to build the rest of their disaster
recovery plans. This item is closed.

Management has taken appropriate corrective action on all audit recommendations. This audit is closed.

Security Plan Aadits Follow-up #2008-304
Original Report issued March 15, 2008 Follow-up Report issued July 1, 2008

ITSS management’s actions demonstrate appropriate progress toward addressing all of the control
recommendations. This audit is closed.

»  UNIT Security Plan Template — A concise and well-documented Unit Security Plan Template was
provided to each unit. However, the template needed be revised to require preparers to provide
security component details according to their specific units.

e  High-level Approvals — Although sign-off approval was required for all Unit Security Plans, ITSS did
not stipulate the Ievel of sign-off required within each unit. '

e  Security Plan Updates - With changes to staff, technology, procedures, applications, hardware, and
other variables, security structures change and require modifications to the Security Plan. ITSS did not
have an update process for Unit Security Plans.

e  Non-conformance to Security Template - Although ITSS provided a comprehensive security plan
template, they did not require all units to follow the template in place o address security plans that do
not conform to the model.

ITSS is developing a new ongoing process for University units to create an annual security progress report to
include:
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* Anexecutive summary of major security risks and efforts to control them during the prior year and a
high-level project plan for the next year

¢ A self-assessment questionnaire documenting progress indicators reflecting the degree of adoption of
the security program and compliance with security policies

¢ Various metrics relating to unit security

¢ Security project plans and schedules including a detailed risk assessment plan

University Audits review of the progress reports under development indicate this new process will create an
effective security plan update and will address all open control issues described above. ITSS is working with a
few unit security representatives to finalize the contents of the annual progress report, but the development effort
is well underway. August 2008 is the target date for prov1d1ng templates and guidance for preparing the annual
report to all University units.

ITSS management’s actions demonstrate appropriate progress toward addressing all of the control
recommendations. The updated progress reports will be reviewed during other audits of University schools,
colleges, and administrative departments’ IT operations. This audit is closed.

College of Engineering and Computer Science U-M Dearborn Departmental System
Administration Second Follow-up #2007-308

Original Report issued June 28, 2007 Second Follow-up Report issued July 1, 2008

A first follow-up report was issued March 26, 2008, indicating that all high-risk vulnerabilities identified in
network scans of College of Engineering and Computer Science (CECS) had been addressed. University Audits

recently conducted another follow-up review of actions taken by management to address the remaining items in
the report.

Oft-Site Backups - At the time of the audit, the backups for CECS were located in the same server room
with the production server. Weekly data backups are now stored offsite.

Administraior Documentation - CECS had not documented their process for classifying data. CECS has

created documentation for administration of CECS-run services based upon the type of data maintained in
each system.

Administrator Training - Due to a lack of formal system administration training, administrators at the
CECS were not always aware of their security responsibilities. During the past year, the System
Administrator hired by ITSS has attended two training sessions with a specific focus on information
security.

Risk Assessment Practices - Although risk assessments were performed by CECS, no documentation of

the assessments existed for this process. CECS has created a document to specify data and services
critical to CECS, identify threats, and document procedures to ensure that systems remain in a proper
state of operation and that data is available and has integrity.

Policies and Procedures - At the time of the audit, there were no written policies or procedures at CECS
for maintaining the servers and data security. CECS has created a document detailing basic procedures
for how systems are utilized in centrally-run and CECS-run labs.

Incident Response Plan - Incident response plans were not documented. CECS has worked with
Dearborn Information Technology Services and now adheres to their Incident Response Plan.

The College of Engineering and Computer Science has appropriately addressed all the audit recommendations
identified in the original audit report and no additional follow-up is required. This audit is closed.

17



Intercollegiate Athletics — Student-Athlete Equipment and Apparel Follow-up #2007-409
Original Report issued August 24, 2007 Follow-up Report issued July 21, 2008

Intercollegiate Athletics management has taken appropriate corrective action to address the audit
recommendation. The Athletics Comipliance Services Office has provided education to coaches and equipment
managers regarding record retention for equipment and apparel through rules education meetings and
documentation. Coaches and equipment managers have modified procedures so that equipment return records are
maintained for a period of three years, in accordance with University Standard Practice Guide section 604.1.
Electronic records are maintained in a central server to facilitate appropriate back-up. This audit is closed.

University of Michigan - Dearborn Office of the Provost Fiscal Responsibilities Follow-up #2007-412
Original Report issued March 19, 2008 ' Follow-up Report issued July 22, 2008

This follow-up review examined open audit issues and corresponding corrective actions as they related to the
Fairlane Center. Management has implemented the recommendations as detailed below:

¢ Management is currently working with the Office of Financial Analysis fo review rental rates for space
for the entire Dearborn campus and obtain approval for these rates.

¢ (Cash receipts for the Fairlanc Center are deposited on a timely basis in compliance with Standard Practice
Guide section 519.03, previously Standard Practice Guide section 502.1.

Management has taken appropriate action on all audit recommendations. We give additional recognition to the
University of Michigan-Dearborn Office of Financial and General Services for developing an internal control
questionnaire that will be distributed to UM-Dearborn departmental administrators to heighten the awareness of
internal controls. This audit is closed.

Plant Operations Zone Maintenance Purchasing #2007-812
Original Report issued April 24, 2008 Follow-up Report issued August 11, 2008

University Audits conducted a previous follow-up review. At that time, most issues had been appropriately
addressed. The remaining open items were reviewed recently in a second follow-up. Plant Operations has
completed their action plans to strengthen purchasing approvals. They will continue to improve inventory
receiving and tracking procedures. Detailed discussion of comective actions is included below. This audit is
closed.

«  Purchasing Approval Process: Plant Operations requires preapproval of P-Card transactions above $500.
However, management has determined that this practice is redundant in instances when a purchase
originates from the approving supervisor or manager. Thus, they will update the departmental
procurement policy to indicate that purchases requested by the approving supervisor or manager do not
require a preapproval signature. Audit testing, conducted during this follow-up review, confirmed that
the preapproval process is functioning as intended.

+ Inventory Receiving and Tracking: Facilities Maintenance, within Plant Operations, is in the process of
filling a newly created position for a Tool and Equipment Inventory (TEI) program that will be
responsible for fool management and, as an interim measure, inventory receiving and monitoring.
Facilities Maintenance management has developed a career-progressive role and responsibility
classification series for this position within their TEI program. Management initiated the posting for this
position in July 2008, and intends to complete the hiring process in fiscal year 2009.

Facilities Maintenance uses New Employee and Departure Checklists to document information provided
to employees. Until the TEI program establishes a permanent solution, employee tools and equipment
will also be managed via these checklists. Management reviewed new employee and departure
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procedures af a recent leadership meeting and plans to conduct quarterly audits to review compliance
with the procedures.

Due to the nature of work within Plant Operations, management prefers to allow items to be delivered
directly to onsite work locations throughout the campus, as needed. In absence of a centralized receiving
function, management should develop a formal review process to ensure purchased items are
appropriately used for facilities and maintenance projects. Plans are underway to upgrade the current
facilities management system to include online receiving and inventory monitoring functionality. The
upgraded system will be used to record receipt of all shipments, regardless of destination. As Plant
Operations plans to implement the system later this fiscal year, Facilities Maintenance management has
developed a short-term solution, utilizing the TEI program staff. This individual will perform random
field inspections on at least a monthly basis. The field inspections will include review of current
deliveries, previous orders, and excess inventory disposition. This physical accountability effort will
remain in effect until the upgrade of the current facilities management system establishes a more
permanent accountability process.

UMH Operating Rooms Supply Chain Management #2007-108
Original Report issued August 17, 2007 Follow-up Report issued August 25, 2008

Management has improved product recall follow-up procedures, communication of conflicts of interest and
supply chain procedure documentaiion. The ongoing Operating Room Management Information System
(ORMIS) implementation will address decentralized manual inventory maintenance risks. Status of audit
observations and corresponding corrective actions are detailed below. This audit is closed.

¢ Product Recall Follow-Up: UMH Operating Rooms (UH OR) management has developed and
implemented product recall follow-up procedures, and efforts to formally document the procedures are

underway. Management has designated primary and secondary responders for UH OR. Audit testing
confirmed that the process is functioning as intended.

e Formal Documentaiion of Supply Chain Procedures: Supply chain procedures, including product entry,
purchasing, receiving, and invoice payment, have been formally documented for UH OR. Management is
also developing step-by-step instructions and flowcharts for specific detailed procedures.

o Decentralized Manual Inventory Maintenance: ORMIS phase I, Clinical Documentation, has been
implemented for all OR sites — UH, Mott, Cardiovascular Center, Kellogg, East Ann Arbor and Livonia.
Phase I, Instrument Tracking, and phase II1, Inventory Management, will be implemented in a staggered
approach. Both phases will be piloted in one UH OR surgical service, with implementation throughout

the ORs to follow. Management has also commenced planning for centralization of tissue storage via a
secured cabinet system.

e Communication of Conflicts of Interest: The UMHS Compliance Program has developed and
implemented a process to inform UMHS Contracts and Procurement of disclosed conflicts of interest.
Annually, a list of disclosed conflicts is generated from M-Inform and distributed to UMHS Contracts
and Procurement and U-M Procurement Services. The UMHS Compliance Program has also designated
a contact person to provide UMHS Contracts and Procurement with ad hoc reports from the M-Inform
system as needed for contracting purposes.

Ross School of Business Multidisciplinary Action Projects #2007-103
Original Report issued January 10, 2008 Follow-up Report issued September 15, 2008

University Audits conducted a follow-up review fo assess the status of management’s action plans. Ross School

of Business management has adequately addressed concerns raised during the audit. See summaries below for
additional information. This andit is closed.
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International Travel Registration:

MAP management now registers travel information with the International Travel and Oversight Committee
(ITOC) for ali students participating on an international MAP project. Testing confirmed registration with the
ITOC for the 2008 MAP Program.

Procurement:
MAP management made several changes to help improve controls related to the procurement and expense
reporting processes, including:
= Modifying the student’s expense reporting guidelines to clarify when receipts are required
¢ Requesting project sponsors to pay hotels directly for student lodging whenever possible, this
significantly reduced the amount of funds advanced to the students for travel, and improved the efficiency
of the expense reporting process
e Obtaining approval from Procurement Services for a temporary increase to the Associate Director’s
monthly P-Card spending limit to appropriately address business needs
o Updating the training for the students to help ensure adequate understanding of the expense reporting
process
» Completing the online P-Card approver training
s Participating in the Procurement Services focus group regarding travel and hosting process and system
changes

A sample of expense reports reviewed from the 2008 MAP Program revealed:
e Timely reconciliation of travel advances
Appropriately signed expense reports
¢ Adequately documented support for currency conversion rates
Overall consistency with MAP and University guidelines

Expendable Restricted Funds:

The Map Office now has a record of available documentation showing purpose and restrictions for each project
grant with a gift designation used to fund MAP. Management created a summary document used as a resource for
verifying appropriateness before expenditures are assigned to any gift project grant. This process is included in
the documented program guidelines.

Documented Procedures:
Formal documentation has been developed for MAP Program guidelines and processes. The guidelines include
the following sections:
* MAP Project Acquisition Process
Project Selection and Team Assignments
Faculty Assignments and Payment
Faculty Advising and Grading Process
Expense Administration
Travel Requirements and Processes

University of Michigan Health System Offsite Professional Contracting #2008-111
Original Report issued February 29, 2008 Follow-up Report issued September 24, 2008

The University of Michigan Health System (UMHS) Offsite Professional Confracts audit report was issued on
Febrnary 29, 2008. A follow-up review was conducted and confirmed that management implemented the
following action plans to address audit issues. This aundit is closed.

1. Contract Renewal Policy and Procedures: Policy and procedures were enhanced to support appropriate
practices for managing contract renewals including approvals, stakeholder communications tracking, and
coniract lapse.
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2. Supervision of Hurley Medical Center Physician Assistants: Separate agreements outlining UMHS
contracted physician supervision and Hurley Medical Center physician assistant performance responsibilities
are now complete and have been signed by both parties. The Health Service Legal Office developed contract

language to address legal risks related to the supervisory relationship and the UMHS Contracting Office has
the language on file for use in future contracts.

ROTC Business Office Internal Controls — Air Force #2007-818
Original Report issued September 11, 2007 Follow-up Report issued September 26, 2008

Last year, University Audits reviewed the internal controls in the business office of the Army ROTC (Reserve
Officers’ Training Corps) on the campus of the University of Michigan. A report was issued on September 11,
2007. The Office of the Provost shared the lessons learned from the audit with the business offices of the Air
Force ROTC and the Navy ROTC. Initial follow-up work completed for the Air Force ROTC in May 2008
revealed adequate training for individuals with delegated signing authority, monthly reconciliations of the
Statement of Activity and Gross Pay Register, and overall consistency with procurement guidelines.

University Audits recently completed a second follow-up review of the Air Force ROTC business office. Internal
controls have been strengthened in:

®* Documented procedures for training requirements, procurement processes, and reconciliations
* Timely submission of reconciled P-Card statements

* Appropriate higher authority signature on timesheets prior o enfry into the system
Air Force ROTC has adequately addressed concerns raised during the audit. This aundit is closed.

ROTC Business Office Internal Controls — Army #2007-818
Original Report issued September 11, 2007 Follow-up Report issued September 26, 2008

University Audits recently completed a second follow-up review of the Army ROTC business office. Internal
controls have been strengthened in:

* Documented procedures for training requirements, procurement processes including P-Card and travel and
hosting, and Statement of Activity and Gross Pay Register reconciliations

* Consistency with procurement guidelines including travel and hosting
® Monthly reconciliations of the Gross Pay Register

Army ROTC has adequately addressed concerns raised duﬁng the andit. This aadit is closed.

TUMHS Human Resources Fiscal Responsibility #2008-209
Original Report issued January 21, 2008 Follow-up Repott issued September 30, 2008

The original audit report and memorandum identified opportunities for improving payroll practices, procurement
controls, and other key processes.

University Audits conducted a follow-up review to assess progress of action plans. Human Resources
management strengthened internal controls by improving timekeeping procedures, discontinuing use of P-Cards

by multiple individuals, conducting employee training, and documenting key departmental policies and
procedures. This andit is closed,

HIPAA IT Security - Dentistry #2008-308
Original Report issued June 19, 2008 Follow-up Report issued September 30, 2008

The original audit was a review of compliance with the Security Rule of Health Insurance Portability and
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Accountability Act of 1996 (HIPAA) at the University of Michigan School of Dentistry (SoD). University Audits
recently conducted a follow-up review of actions taken by SoD management to address open control
recommendations from the audit.

Required Security Policy - Policy and procedures for monitoring systems and the network needed to be
finalized, approved, and disseminated to the appropriate staff. Dental Informatics developed and communicated
two new policies: APG0O16-Net Access and Monitoring and APG(013-Audit Controls.

Personal Storage of Electronic Protected Health Information (EPHD - SoD needed to implement security
practices and develop policies to ensure students protect patient information in a manner that does not put
sensitive data at risk of being compromised. Policy APG008-Workstation and Storage Media Use was updated to
address this concern.

Management demonstrated appropriate corrective actions to address the audit concerns. This audit is closed.
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University Audits — University of Michigan
Open Audits Follow-up Table

September 30, 2008
e Report Expected
Audit Title Date Issues Completion
Information Technology Central
Services Software Licensing and Documentation of procedures for
Distribution Billing Systems and 27708 licensing negotiatigns and billing October 2008
Practices 2007-106
Emergency exits; alams and
Physical Security at Harlan Hatcher monitoring systems; fire safety; safety
Graduate Library 2008-303 2/2/08 or patrons and staff; storage; deferred January 2009
maintenance; procedures
Practice management system;
University Health Service HIPAA IT verification of internet access; intranet
Security 2008-309 912108 tools server; data access procedures; February 2009
securiiy policy
University of Michigan Hospitals and
Health Centers Emergency Department | (5/09/08 | Training Action Plan December 2008
2008-112
Patient Privacy 2008-401 5/28/08 | Policies and Procedures; training December 2008
P-Card multiple users; P-Card
University of Michigan Hospitals and reconcilers and approvers; gift receipt
Health Centers Social Work Gift- 5/29/08 | processing; emergency funds; October 2008
Funded Programs 2008-804 database documentation; policies and
procedures
Medical School Pulmonary and Critical Grant key personnel; travel and
Care Medicine Operational Review 9126/08 | 7 P ’ March 2009
2008-207 &
Strengthen cash handling procedures;
Matthaei Botanical Gardens & Nichols Instructor payrr%ents; credit card
Arboretum, Business Office Internal 619707 | refund controls; remove unnecessary | g eer 2008
Control Review 2007-817 sensitive data in files. We will
observe and review the annual plant
sale in May 2008
. . . Student counseling practices;
gﬁ;;f}cilggeit;;’;thzlggg‘fﬁ);adenuc 7/18/07 | employment and payroll controls; December 2008
staff training and development
University Human Resources Family Training; update relevant SPG
and Medgal Leave Act 2007-403 L1710 sections% w?itten notifications March 2009
Controls over physical access; system
user access levels: commercial
driver’s license testing; vehicle
Transportation Services 2007-101 1728/08 | inventory monitoring; fuel inspection December 2008
upon delivery; gross pay register
review; imprest cash fund; formal
policies and procedures
12'3 nggggoyment Verification Process 1/26/08 | Filing timeliness; automation; training | December 2008
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Audit Title Report Issues Cﬁ’ggf:g‘:n
Office of the Vice President for Segregation of duties; delegation of
Communications Fiscal Responsibilities | 5/29/08 = ; = November 2008
2008-211 authority; cash deposits
Roles and responsibilities; conflict of
University of Michigan — Flint 9/30/08 interest; disaster recovery; February 2009

Chancellor’s Office 2008-205

reconciliations; segregation of duties;
procedures
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