













































































¢. Complete a series of data joins and extracts, based on account combinations provided by
the client, to separate various groups of transactions into different reports for review
and/or correction
3. Evaluated the resulting data with the Accounting Supervisor of the Journal Eniry Team
4. Determined that ACL could be vsed to accomplish the objective and transferred knowledge to the
Fournal Entry Team

Financial Operations will continue to develop this report and use it to identify and correct inappropriate
fund transfers on a routine basis.

The successful development of these and other ACL. reports has led Financial Operations to invest in
ACL for its own use. Training has already been provided to key staff and work has begun in partnership
with University Audits staff to further develop existing reports and identify and prioritize additional
opportunities for ACL reporting,

FOLELOW-UP REPORTS
University of Michigan Health Sysiem Emergency Department #2008-112
Original Report issued May 9, 2008 Follow-up Report Issued February 18, 2009

Management has taken appropriate corrective action or plans are well underway on all audit
recommendations, as indicaied below. This audit is closed.

s Discharge Process Opportunity - Plans are underway to equip the Emergency Department with a
formal check-out location in fiscal year 2010. The redesigned area will provide a private and
secure location to handle post visit patient counseling, including financial matters such as
insurance and cash collection.

o  Medical Documentation - Emergency Department management provided additional training and
now regularly monitors to ensure completion of transfer documentation.

Transportation Services Audit Follow-up #2007-101
Original Report issued January 28, 2009 Follow-up Report Issued April 6, 2009

Management has implemented changes to address three of eight issues discussed in the original audit
report. While action plans have been developed or updated for the remaining issues, additional time is
necessary to demonstrate implementation. University Audits will review implementation of the
remaining action plans in the fourth quarter of fiscal year 2009. The staius of each issue is described
below.

1. Controls over Physical Access - Transportation Services installed an electronic gate control on the
main gate to the parking lot where Transportation Services vehicles are located. The mechanical
key lock to the gate which overrides the electronic device is still in use. Many keys have been
distributed, but a comprehensive key inventory has not been compiled. The Fleet and Garage
Services Manager is considering options to improve security of the main parking lot. Two
possible options include M-Card access and mechanical lock change. Written procedures,
including lost key procedures, will assist in management of the selected option.

2. “FASTER” User Access Levels - During the audit, University Audits identified an opportunity to
improve system access controls in the FASTER system used for inventory, maintenance work
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orders, and billing. Transportation Services management reviewed and adjusted system access;
however, at the time of the audit planning was underway to replace FASTER with a new fleet
management systern, MAXIMUS, which has now been implemented. During the follow-up
review, University Audits tested user access in MAXIMUS and noted an opportunity to improve
access control in the new system. Three employees have access to add or delete parts to work
orders and also have authority to purchase, receive, and inventory parts. One of the employees is
responsible for developing annual inventory reports. Transportation Services management should
reevaluate access authority relative to these employees’ responsibilities and document policy and
procedures to support appropriate separation of duties,

The Fleet and (Garage Services Manager removed access to delete parts from work orders for the
three employees. The MAXIMUS Part Issue and Part Return frames will be used to return parts
to inventory or the vendor with requited support documentation. University Audits will evaluate
implementation of this access during the next follow-up.

3. Commercial Driver’s License Testing - Transportation Services continues to provide University
recelpts for Commercial Driver’s License {CDL) testing to remain in compliance with State of
Michigan requirements. Requirements stipulate that all receipts provided to individuals who pay
for CDL testing include the approved testing site name (University of Michigan) and the test
examiner’s ID number. One of the subcontracted examiners continues to collect and retain test
fees for non-University-affiliated individuals after he was asked to submit these payments directly
to Transportation Services. Transportation Services will collect these fees from the examiner and
issue payment to him through the University procurement system when he submits an invoice.

Asg a result of changes made to resolve the initial issue, University Audits noted the need for
formal procedures and a costing model to manage the examiner payment process. We recommend
that Transportation Services document procedures for payment collection by examiners and
submission to Transportation Services for CDL testing to ensure that non-affiliated tests are
identified. Transportation Services management will develop procedures to manage this process,
including a costing model consistent with the University's status as a nonprofit/charitable
mstitution. The process will address costs of managing CDL testing, test fee arrangement, and
payment distribution. A meeting has been scheduled with Transportation Services, University
Audits, Office of General Counsel, Tax Department, and Office of Financial Analysis to discuss
the development of a costing model.

4, Vehicle Inventory Monitoring Procedures - The Fleet Manager maintained support documeniation
for the most recent vehicle inventory reconciliation and documented the reconciliation
procedures. This issue is closed.

5. Fuel Inspection upon Delivery - Transportation Services plans to begin fuel quality testing, as
recommended in the audit report. As part of developing this process, we recommend that
Transportation Services complete and approve written procedures for fuel quality testing. In
addition, Transportation Services will install a fuel tank monitoring system in collaboration with
the Architecture, Engineering and Construction project to install a spill control mechanism at the
Baxter Road site. The installation will begin between March and August 2009.

6. Gross Pay Register Review Process - Transportation Services has developed a new timekeeping,
reconciliation, and review process for ensuring that payroll is accurate. The process is supported
by M-Pathways reporting and segregation of duties. University Audits will assess
implementation of this process during the next follow-up.
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7. Use and Reimbursernent of Imprest Cash Fund - Transportation Services now submits Non-PO
vouchers to the Accounts Payable Office to reimburse their imprest cash fund, They are using
PeoplePay to make payments for miscellaneous services provided by individuals. This issue is
closed.

8. Formal Policies and Procedures - Policies and procedures for vehicle management, fuel
management, inventory management, maintenance standards, vehicle disposition, and purchasing
have been developed and made available as a department reference manual. This issue is closed.

University of Michigan-Flint Chancellor’s Office Fiscal Responsibilities # 2008-205
Original Report issned September 30, 2008 Follow-up Report Issned April 16, 2009

Implementation of numerous controls and new procedures within the Chancellor’s Office were observed
and are detailed below. Another follow-up review will be conducted during the fourth quarter of fiscal
year 2009 to look at the five remaining open issues.

+ Roles and Responsibilities - The Chancellor’s Office partnered with UM-F University Homan
Resources and UM-F Financial Services and Budget to reorganize its office and reclassify
positions where appropriate. Job duties have been documented and are more evenly distributed.
Appropriate segregation of duties and internal control responsibilities were taken into account
during the reorganization effort. This issue is closed.

+  Central Services - The Chancellor’s Office is now effectively leveraging central services
expertise in areas including, but not limited to, account reconciliation, financial reporting, and
event management. Evidence of effective and prompt communication with the central service
offices was observed during the follow-up review. This issie is closed.

¢ Policies and Procedures - Development of a comprehensive departmental policy and procedure
manual is near completion. University Audits will revisit this issue during the next follow-up
IevView.

e Conflict of Interest or Commitment - Conflict of Interest and/or Commitment disclosures have
been obtained for ail of the Chancellor’s staff. Management plans have heen created for
disclosed conflicts. An annual review of employee disclosures and management plans is planned.
This issue is closed.

e  Emplovment Procedures - Internal controls have been implemented to ensure consistent
employment procedures and include pre-approval of overtime and timely and complete
reconciliation of Gross Pay Registers. P-Card statements and Statements of Activity are also
reviewed and reconciled. Performance evaluations were not available at the time of the follow-up
review. University Audits will review this documentation for timeliness, completeness, and
compliance with University policy during the next follow-up review.

»  Financial Services and Budget - Management has continued to strengthen its partnership with
Financial Services and Budget by collaborating on financial reporting strategies and best practices
for P-Card reconciliation and purchasing trend analysis. The Financial Analyst from Financial
Services and Budget has assumed responsibility for reconciliation of all of the Chancellor’s
Statements of Accounts and provides detailed monthly budget updates with recommendations for
handling deficits, encumbrances, and other transactions. At a high level, the Chancellor’s Office
regularly consults with the Flint Director of Financial Services and Budget on matters related to
internal controls and University policy. This issue is closed.
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Disaster Recovery/Business Continuity Plan - A formal plan has been drafted and is being
reviewed by senior management. University Audits will look for the final plan during our next
follow-up review.

Addresses Databage - Numerous shadow systems containing constituent address information are
in the process of being consolidated and reconciled against Office of University Development
(OUD) data. University Audits will revisit this issue during our next follow-up review.

Reconciliation Procedures - Complete and timely reconciliation of P-Card statements was
observed during the follow-up review. Individuals with reconciliation responsibilities have
received training from Financial Services and Budget. Instruction focused on proper
documentation of their reconciliation efforts including investigation of any anomalies.
Reconcilers were also coached on how to monitor purchasing trends and when to escalate 1ssues
for assistance. The importance of reconciliation of the GPR to source documentation was also
emphasized. This issue is closed.

Event Planning - Responsibility for event planning and documentation were reassigned during the
office reorganization. The Administrative Associate will now be responsible for managing all of
the Chancellor’s events, including but not limited to, acting as the liaison to the event planners in
University Relations, documenting budgets and menus, estumating costs, inventorying event
supplies, and substantiating significant variances in budget-to-actual expenditures. Improvements
to event documentation, cost estimates, and reporting have been observed. This issue is closed.

Documentation Standards - Testing showed that documentation of travel and hosting, outreach
aciivities, and other regular expenditures is more comprehensive than previously observed.
Reconcilers are requiring original receipts, verifying signatures and documenting a clear business
purpose for expenditures. Management reviews summary financial analysis on a monthly basis to
ensure proper and efficient use of University resources. This issue is closed.

Cash Handling - Reimbursements for purchases that cannot be made via P-Card are handled
through the ATM/Miscellaneous Expenses form, reviewed, and reconciled in accordance with
University guidelines. Personnel at the Office of the Chancellor now accept only checks for this
kind of reimbursement. The office no longer handles any cash. This issue is closed.

Time Reporting - Office staff are managing time reporting in a manner consistent with University
guidelines. Supervisors now pre-approve overtime and have direct knowledge of employees’
activities. This issue is closed,

Large Position Searches - Management is in the process of drafting a policy to address budgeting
and expense monitoring related to large position searches. University Audits will look for the
final policy during the next follow-up review.

Segregation of Duties - Management worked with UM-F financial and human resources staff to
ensure proper segregation of duties as part of the office reorganization. Time reporting chain-of-
custody issues were also resolved. This issue is closed.

Inventory - Evidence of proper maintenance of the Ross House inventory was observed during

the follow-up review. Proper segregation of duties was addresses during the assignment of
responsibility for periodic monitoring of the inventory. This issue is closed.
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Paciolan Ticket System # 2009-302
Original Report issued January 9, 2009 Follow-up Report Issued April 27, 2009

Corrective actions are complete, Details regarding action plan implementation are noted below. This
audit is closed.

e System Administrator Documentation - Vendor documentation of a security template for
installation of Paciolan software on client machines was deemed necessary to ensure that
installations are performed consistently, in a well-controlled manner, and to document that the
clients are configured in compliance with PCI/DSS guidelines. Athletics IT needed to acquire or
create such documentation. University Audits has examined complete documentation for
administering and configuring the Paciolan system created or obtained by Athletics IT.

e System Scan for PCYDSS Compliance - The Athletic Department Call Center workstations, used
for sending credit card data to Paciolan, must be in compliance with PCI/DSS (Payment Card
Industry/Data Security Standard). This requires that these machines be scanned for
vulnerabilities on a regular and periodic basis. Athletics IT worked with the U-M Treasurer’s
Office to validate PCI compliance for Athletics” credit card merchant accounts using the
TrustKeeper application to scan for PCI comphiance. University Audits has examined the most
recent results from the TrustKeeper scan which shows that Athletics computers are in compliance
with PCI/DSS. No weaknesses were noted by the scan.

Family and Medical Leave Act — Second Follow-up Review #2007-403
Original Report issued December 17, 2007 First Follow-up Report Issued August 1, 2008
Second Follow-up Report Issued April 28, 2009

University Human Resources (UHR) has taken appropriate steps to address and/or mitigate risks raised
during the andit. Tmprovements include:
e Additional FMLA training for unit-level and central area staff
s Updates to relevant online Standard Practice Guide sections to include a statement regarding
FMLA and links to available resources; some in final stages of approval
¢ Creation of an ineligibility letter template for use in communicating why the employee was

denied and informing the employee where they can go for additional information including how
to file a dispute if necessary

¢ Several updates to the EMLA training tutorial

Additionally, UHR, Michigan Administrative Information Services and Payroll are developing an
automatic email reminder that will be generated based on time reporting. This email will highlight
information about FMLA and link to the training tutorial to help ensure consistency across the University.

This audit is closed.

ICLFE Follow-up Review #2008-202
Original Report [ssued November 24, 2008 Follow-up Report Issued April 28, 2009

Following are the outstanding audit issues and corresponding corrective actions taken by management:

1. Removal of Access for Terminated Employees - The exit process allowed IDs in the iMIS system
for some terminated employees to remain active for several months. Information Service (IS)
removed all inappropriate IDs prior to issuance of the andit report. To prevent future
occurrences, ICLE updated their exit checklist to remind managers to request removal of accounts
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2.

for departing employees. University Audits reviewed the checklist. The iMIS ID for an
employee who subsequently terminated on Januvary 8 was removed promptly. In addition, 1S has
increased the frequency of periodic account reviews from an annual to a quarterly schedule. The
ICLE Information Technology (IT) Standards and Best Practices manual reflects this change.

Role-based Access - More employees were able to post batches in the iMIS financial system than
business processes required. Management reduced the number of users with posting privileges by
changing some employees’ authorization level from four to three. ICLE also added descriptions
of the iMIS authorization levels to the account request form so managers can select the level most
appropriate for the job roles of new employees.

Web Site Usage Monitoring - ICLE’s terms and conditions prohibit customers from excessive
use of subscribed materials but, at the time of the audit, the Business Office did not have a means
to track individual usage or guidelines on which to base findings of excessive use. In response to
this concert, ICLE is issuing individual user accounts in place of group accounts and detailing the
specific thresholds for defining excessive use. ICLE is in the process of issuing these new [Ds
and will provide individual usernames and passwords to all clinic students who have access to
ICLE’s online resources through ICLE’s sponsoring 1aw schools starting with the 2009 fall
semester. These user names and passwords provide the mechanism for tracking student use of the
resources and plans are in place to use this information to monitor for excessive use.

By June 1, 2009, the Publications Director will have completed the written standards defining
excessive use that will be included in the terms and conditions of use. ICLE will use a system for
analyzing Web usage rates to monitor usage on a daily basis to ensure it is within the guidelines.
The Business Office member responsible for the sponsoring law school online resources project
will notify the appropriate contact person at the sponsoring law scheol within a day of
discovering excessive usage, requesting that corrective action be taken, and will work with the
contact until the issue is resolved.

Backup Power Testing - UPS (uninterruptible power supplies) were not being tested annuatly and
did not have the ability to gracefully shut down servers in a power outage. This could render
ICLE servers vulnerable to outages and data corruption due to power fluctuations and
interraptions.

IS staff implemented shutdown automation software on all servers, and plans to extend it to
certain key desktop computers. IS tested the graceful shutdown process after installing the
software, and will initiate annual testing of UPS functionality and the shutdown process in June.
IS will report test results to the ICLE Administrative Team.,

Security Assessment Corrective Action - Some cotrective action taken in response to a RECON
security assessment completed in 2006 had not been well documented. The IS Team planned to
perform a new RECON and improve their method of documenting corrective action.

ICLE completed a new RECON assessment in February 2009, University Audits reviewed the
resulting assessment report. Management noted that going forward they will conduct assessments
in September to align with the IT Secuity Services reporting cycle. Changes to systems and
processes are documented in the ICLE IT Standards and Best Practices manual. Changes made as
a result of an audit or security assessment are noted as such in the manual. This simplifies lookup
and retrieval of corrective action information.
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The February assessment brought about new password complexity requirements for Windows
user accounts. We reviewed the revision of the IT Standards, and confirmed the new
requivements had been documented; it was noted that the changes resulted from the February
2009 RECON. This degree of documentation is adequate for simple changes. Management
should consider more formal corrective action plans for complex changes requiring several
months of planning and implementation, particularly if they may extend into the next RECON
cycle.

Management has taken appropriate cortective action on all audit recommendations. This audit is now
closed.

1-9 Employment Verification Process Review Follow-up #2007-823
Original Report Issued January 29, 2009 Follow-up Report Issued April 28, 2000

Management cites a ten percentage point improvement in timeliness of verifications since the January
2008 review. Even though changing Federal regulations have complicated UHR’s implementation of
planned changes, University Audits has observed key process improvements which are detailed below.
UHR has demonstrated an understanding of the need for a robust control environment related to the 1-9
process. This andit is closed.

®  Hstablishing Unit Compliance Officers - UHR worked with units across the University to form a
group of Unit Compliance Officers (UCQ) with responsibility for the overall 1-9 verification
process in their unit. UHR provided training and access to tools and job-aids. UCOs have and
will continue to receive periodic communications about regolatory changes and policy updates
via the UCO e-mail group.

¢ Aunditing of New Hire I-9s - UHR has begun auditing one hundred percent of new hire 1-9
submissions for the Ann Arbor campus. 1-9s that are found to be incomplete, illegible, or
inaccurate are returned to the hiring unit for correction. The Human Resources Offices for the
Dearborn and Flint campuses are auditing new hire [-9s for their campuses.

» Developing Policy and Procedure - The Standard Practice Guide (SPG) sections on employment
record retention are being updated based on federal regulations and/or University policy.

* Ongoing File Maintenance - UHR staff, unit UCOs, and staff in the Imaging Office are helping to
identify misfiled records as part of their daily work in WebNow. Automated tools to identify
misfiled documents and to purge docoments appropriately will be evaluated after system
implementations and upgrades.

Pulmonary and Critical Care Medicine Operational Review # 2008207
Original Report issued September 26, 2008 Follow-up Report issued April 30, 2009

Management has taken appropriate corrective action or plans have been suitably made as indicated below.
This audit is closed.

¢ Grant Key Personnel - Certain grant sponsors require prior anthorization if effort by key
personnel decreases below established guidelines. In addition, University of Michigan Health
System Policy 01-04-007, Effort Certification, requires that each unit facilitate a review of effort
with all research-sponsored employees on a quarterly basis. During the audit, some instances of
non-compliance were identified.
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The Pulmonary and Critical Care Medicine Division Administrator sent out a reminder e-mail to
division research administrators explaining the process and frequency requirements for
monitoring effort reporting.

The Director of Grants Review and Analysis, Medical School Administration made presentations
clarifying when effort changes require prior sponsor approval. These presentations were made at
an Effort Specialists meeting and a Grant Processing Administrators Committee meeting.
Individuals who attended were asked to share information with their home unit.

e Travel and Hosting - Internal Medicine has developed a Travel and Hosting policy that is more
stringent than University requirements. While this creates a stronger control environment,
University Audits identified some examples of non-compliance to the Internal Medicine's Travel
and Hosting Guidelines.

The Department of Internal Medicine reviewed travel and hosting guidelines and began a lean
project to address the issues. However, changes to University travel and hosting policies are
expected with the imminent implementation of Concur, and the Department of Internal Medicine
deferred updating guidelines until new University policies can be reviewed.

Auditor’s Commeni: Delaying changes to Internal Medicine’s travel and hosting guidelines until
new University policies are developed is reasonable and efficient. The Department of Internal
Medicine and its divisions continue to follow, at a minimum, existing University travel and
hosting policies.

s Timely Submission of Travel and Hosting Expense - During the audit, late filings of P-Card
statements, which could result in termination of P-Card privileges, were noted. Meetings were
held and a lean project was developed to address P-Card statement submission timeliness. The
Department has recently implemented efficiencies to streamline the approval process. As the
method of submitting P-Card staternents will change when Concur is implemented, the
Department of Internal Medicine is not currently pursuing substantial changes to the statement
review process. Concur is expected to be implemented in fali 2009. The Department will update
their P-Card approval policies and procedures as soon as Concur is implemented.

Physical Security at Harlan Hatcher Graduate Library #2007-304
Original Report Issued September 2, 2009 Follow-up Report Issued April 30, 2009

Management has addressed the open issues through implementation of positive changes that will
strengthen internal control. Some issues are still being addressed, but measurable progress is being made
on all of these issues. Based upon the positive actions taken to address all of the recommendations, all
issues are closed.

» Emergency Exit Obstructions - Storage in the Hatcher Library is very limited. Because of a lack
of space, many items have been stored in ways that obscure access to emergency exits. Hatcher
administration has identified and obtained control of space in the Buhr building. This space is
used to alleviate crowding in many areas of the Hatcher Library. Re-inspection of the areas
identified during the audit showed a complete removal of obstructions.

e  Access to Sensitive Areas - The eighth floor of Hatcher South houses the Papyrology vault and
room, the Map room, and the Library's Administrative Offices. Audits recommended that
security be improved at the entrance to these areas. Hatcher management has worked with

32




Facilities and Operations to have a card reader system installed. A bid request has been
submitted to Facilities and Operations, and a corresponding bid received. Negotiations for this
project are in progress.

Papyrology Area - All of the equipment and material for studying the papyrus collection is
housed in the room outside the Papyrology vault on the eighth floor of Hatcher South. Audits
recommended that an alarm be installed on the door into the papyrus room to improve security.
Hatcher management stated that they are willing to accept the risk to the items stored outside the
vault as they are no more valuable than many of the items kept in the general circulation area.
Since this area will be further protected by the installation of the card reader system addressed in
the “Access to Sensitive Areas” item, acceptance of this risk is appropriate.

Security Cameras - The configuration and use of the Hatcher Library building creates a
significant risk for theft of both University and student property. There are a number of
unmonitored exits throughout the Library that provide an easy escape for a potential thief. It was
recommended that motion sensitive cameras be installed in these locations, Hatcher management
has received cost estimates from Architecture, Engineering and Construction for this project, and
awaits funding.

Fire Inspection Reports - The University Fire Inspection Office reporied that they had no
response on file from inspections of Hatcher performed in prior years. A new inspection was
performed in August 2008. Audits recommended that Hatcher management assign an individual
to be responsible for the resolution of items identified in the fire inspection reports. Management
identified the Facilities and Operations Manager as the responsible party. The Facilities and
Operations Manager has filed responses to the 2006 fire safety inspection positively addressing
all items. The Fire Inspection Office has reported that positive progress is being made at Hatcher.

Secluded Areas - There are four elevator lobbies in Hatcher that are segregated from the rest of
the facility. Audits reconmended that emergency phones be installed in these lobbies to aid
individuals who may need assistance. Hatcher management installed phones in each of these
Iobbies. These phones automatically dial DPS when the receiver is removed from the cradle.

Padding in Stacks - There are a number of places in the North Hatcher stacks with very low
ceilings and pipes running along these ceilings. This creates a safety risk of staff and patrons
hitting their heads. Audits recommended thai padding be improved throughout the stacks. Hatcher
management has contacted Facilities and Operations who have agreed to work with Hatcher staff
to improve the padding. University Audits noted improved padding in the Noith Hatcher stacks,
and areas designated to be improved in the near future.

Stacks Crowding - Aundits noted places throughout the stacks that contained muliiple book trucks
and step stools obstructing access to aisleways. The Director of Onsite Services and Distributed
Libraries sent memos ont to Hatcher staff stating the need to regularly check the aisles for
obstructions and to remove them.

Special Collections Crowding - Special Collections occupies the seventh floor of South Hatcher.
This collection is so large that space is at a premiwm in that area. As mentioned in the
“Emergency Exit Obstructions” item, space has been obtained in the Buhr building. Special
Collections is using some of this space to house items from this collection. University Audits
noted a significant reduction in overcrowding. Further space has been identified, and Hatcher
management is working to obtain that space to complete the project.
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e Loading Dock Storage - The hallways surrounding the loading dock were heavily used for storage
during the initial review by University Audits. Hatcher management instructed those using this
area for storage to remove their items. Progress has been made removing items from the
hallways. This space has been cleared of storage, except for a pallet of paper. The only other
items kept in the hallway are rolling carts used for current projects.

e Exit Sign Locations - During its review, Untversity Audits noted places throughout the library
that were missing exit signs. This problem was also noted in the 2008 Fire Inspection Report.
Hatcher management has taken steps to repair and add new signs as appropriate. University
Audits observed that exit signage has been improved. Hatcher Facilities staff continue to work
with Plant on this project.

o Fire Panel Communications - The Hatcher Library is protected by three five panels. These panels
do not currently communicate with each other. This creates the need for human intervention in
the event of a fire. The Facilities Maintenance Fire Protection Shop and Fire Safety Services unit
have investigated this issue. They have determined that the system does not appear (o meet
current fire protection codes but met the codes in place at the fime of installation.

Due to the complexity of the system, Facilities and Operations recommends either a replacement
or significant overhaul. This is currently estimated to cost $5.5 million. Facilities and Operations
have indicated that other buildings are currently prioritized higher than Hatcher for fire
proteciion/life safety upgrades in the Facilities Condition Assessinent database. They do not
anticipate that funding could be committed to Hatcher in the foreseeable future.

It is the opinion of University Aundits that Hatcher management have done all they could to
resolve this issue. A sigaificant dialogue has taken place between Hatcher and Facilities
management teams. Due to the lack of funding for this project, the risk will be accepted.

e  Walkway Doors - There is a walkway connecting the Hatcher Library to the Shapiro Library.
The doors on each end of this walkway were designed to close automatically in the event of a fire
alarm or other life safety issue. The doors on the Shapiro side currently function as designed, but
the doors on the Hatcher side do not. Facilities Maintenance has initiated a study to determine if
there are reasonable ways to address this. Facilities will continue to work and communicate with
Hatcher facilities staff as this project continues.

e Public Address Systems - The public address system was designed to broadcast announcements
to both Hatcher North and South. Due to a malfunction in the system, announcements have to be
individually made on both sides of Hatcher. Architecture, Engineering and Construction is in the
process of evaluating the cost to repair or replace the communication system. They have
indicated that Hatcher will be considered for an upgrade, given resource constraints, other
building priorities, and the cost to repair or replace. Facilities will continue to work and
communicate with Hatcher facilities staff as this project continues.

¢ Procedural Documentation - Audits noted that there were areas in Hatcher lacking appropriate
procedural documentation. Hatcher management has worked with individuals in these areas to
document current procedures. These procedures will be posted on library intranet site currently
in development.

Management has taken appropriate corrective action on all of the audit recommendations.
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Open Audits Follow-up Table
April 30, 2009

- Report Expected
Audit Title Date Issues Completion
Practice management system;
University Health Service HIPAA IT verification of internet access;
Security 2008-309 912108 intranet tools server; data access June 2009
procedures; security policy
Vulnerable systems; unnecessary
services; unknown ports and
o services; unknown systems,
ggﬁeguii?]f Egga%ﬁl&gg Research 10/29/08 | unsupported devices; users with May 2009
putng system administrator privileges;
updating firewalls; procedural
documentation
Michigan Administrative Information Role assignments; customization;
Services Grade System: Web-based 12/23/08 WO facto%n authen,tication ’ July 2009
Grade Changes 2008-114
Information Technology Central Telnet service, inactive accounts and
Services Active Directory UMROOT | 2/16/2000 | CPeating agreements, privileged June 2009
D i1 2008-310 accounts, host hardening, caching
omai creglentials, and change management
University of Michigan Hospitals and Segregation of duties; bank statement
Health Centers Cashier’s Office 1o/17/08 | reconciliation and check writing June 2009
2008-206 practices; follow-up of outstanding
) vouchers; duplicate facility refunds
Human Resource Management
UMHHC Payroll and Timekeeping System access; systematic data
2008-110 1/30/09 integrity; payroll expenditure October 2009
analysis; roles and responsibilities
. . . . IT strategic planning; reconciliations;
Medical School Administrative Iniernal . S .
) . 1/30/09 | gift fund usage; [T security; fire drill September 2000
Control Review 2008-208 repulations
Resident Duty Hours  2008-102 1/30/09 | Duty hours compliance September 2009
. , ) Establishing guaranteed maximum
Children’s and Women’s Hospital . .
o \ 4/02/09 price; sales and use tax; retaining December 2009
Construction Audif 2009-601 payment documentation
Controls over physical access; First Follow-up
system user access levels; April 2009
Transportation Services 2007-101 1/28/08 | commercial driver’s license testing;

fuel inspection upon delivery; gross
pay register review

Second Follow-up
June 2009
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Disaster recovery; reconciliations;

First Follow-up

ghn; Eiff&:f%ggg%&gigg 9/30/08 | segregation of duties; policies and April 2009
procedures Second Follow-up
June 2009
g(l)%lg_ggze rations Construction Services 11/4/08 | Project management reporting June 2009
Sponsored Programs Subrecipient Written guidance for Pls; subcontract
Monitoring 2008-501 L1/21/08 template June 2009
Financial oversight and monitoring;
. several procurement and payroll
S.ChOOI of Mus1lc,"I“tlxeatre & Dance 11/26/08 | observations; documented July 2009
Fiscal Responsibilities 2008-815 o .
procedures; written delegation of
authority; imprest cash management;
Reconciliations; procurement; cash
Intercollegiate Athletics Business controls; overtitoe; check writing;
Office 12/23/08 | mobile devices; equipment May 2009
Fiscal Responsibility 2008-210 disposition; hiring and termination
procedures
Grant compliance; endowment
I . agreements; collection management;
William L. Clements Library 1/26/09 | insurance coverage; physical safety September 2009
2008-212 B N £
and security; reconciliations;
recharge rates
University Press Inventory and Accounting checkiists; inventory
Receivables 2008-203 1/30/09 analysis September 2009
Fiscal responsibilities; IT control
Department of Public Safety Fiscal environment; regulatory compliance;
Responsibilities 2008-201 3/19/09 | asset management; handling of September 2009
seized evidence and forfeited
property
Effort reporting; SOA and gross pay
register reconciliation and review;
School of Kinesiology Fiscal credit Icard teFmingl placement; time
R ibilities 2009.2033 4/14/09 reporting review; imprest cash fund; December 2009
esponsibilities L ' L
deposits; record retention;
background checks; hiring
documentation
Logical access to benefits data;
addition to discrepancy reporting;
Benefits Administration Office 4/30/09 invoice error reporting; flexible September 2009

2009-101

spending account payment
reconciliation; compliance
monitoring
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