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University Audits
October 2005 - Reports Issued

ORIGINAL REPORTS

Campus

School of Art & Design Financial and IT Controls #2003-211, 311

Issued October 24, 2005

The purpose of this audit was to ensure that the School of Art & Design has adequate admunistrative
internal control systems in the following areas:

Financial performance
Procurement

Leased property
Payroll

Gift receipts

Cash Handling

Control Issues:

Payroll Practices — At times, supervisors were returning payroll time reports to employees after
they approved the hours for payment. Allowing a staff member access to their approved time
report increases the risk that they may make unauthorized changes.

Payroll documentation for temporary employees was retained for the current and past year and
then purged. University policy requires a retention period of current fiscal year plus the seven

preceding fiscal years.

Management Plan — The Staff Council will be informed that all managers must hand deliver
approved timesheets to the Finance Office timekeeper. All time documents will be retained in
accordance with University record retention policy.

Billing and Cash Handling — In the lustrative Fieldwork Program, the same person has
responsibility for billing students for travel expenses and for collecting the payments.

Management Plan — The person who creates the student bills will no longer collect payments.
Participating students will remit payments directly to the Finance Office.

Back-up and Recovery Plan — A written disaster recovery plan does not exist to ensure that
hardware, software, facilities and people are available to reestablish critical computer systems in
a timely manner in the event of a major disaster. Contingency plans should address but are not
limited to: data backup, disaster recovery, and emergency mode operations procedures. Plans
should be periodically tested.

Management Plan — A comprehensive pian is being developed and tested.

Incident Handling — While the department’s information technology staff does address all issues
related to emergency or damage to systems containing institutional data, there are no written
procedures. University policy requires written documentation related to incident response.

Management Plan — An Incident Handling Policy which complies with University policy has
been developed, documented, and communicated with the School of Art & Design. This issue is

closed.



* Data Security Assessment — The IT group within the School relies on department heads to
identify data that needs to be protected based on sensitivity of the data. The data assessment
process is not documented and there is no assurance that proper levels of control are applied to
the data.

Management Plan — A comprehensive process is being developed and documented.

The School of Art & Design’s management has completed or is currently implementing all of the changes
discussed above. A follow-up review will be conducted during the third quarter of fiscal year 2006.

National Transit Database #2006-405
Issued October 31, 2005

The National Transit Database (NTD) is the Federal Transit Administration’s primary national database
for statistics on the transit industry. Recipients of Federal Transit Administration Urbanized Area
Formula Program grants are required by statute to submit data to NTD. Each year, the NTD performance
data is used to apportion over $4 billion of Federal Transit Administration funds to transit agencies in
urbanized areas.

The University of Michigan Transportation Services department has been a voluntary NTD reporter for
the past six fiscal years. A voluntary NTD reporter is a transit agency which is not a recipient or
beneficiary of Urbanized Area Formula Program funds. Transportation Services expects to begin
receiving the program funds in fiscal year 2006.

To maintain Federal Transit Administrations approval to participate in the program, a chief executive
officer certification must be submitted annually. The chief executive officer certification relies on
University Audits’ review to verify that financial data continues to meet NTD reporting criteria.

The reporting forms for fiscal year 2005 were reviewed for conformity in all material respects with the
requirements of the Federal Transit Admunistration as set forth in its applicable National Transit Database
Uniform System of Accounts. All of the information presented in the forms appeared to be appropriate
for the certification.

Healthcare

University of Michigan Hospitals and Health Centers: Front-End Redesign #2005-111
Issued October 24, 2005

The front-end redesign project was initiated in 2003 to target and refine clinic procedures that support the
collection of co-pays and other amounts due for services rendered. The redesign effort focused on
standardizing clinic procedures, training and support technology. Audit procedures were designed to
evaluate the following seventeen elements associated with scheduling, check in/arrival and check out
processes:

Scheduling Arrival/Check-in Check- Out
Insurance Venfication “Hot Phone” Utilization Necessary Forms Received
Demographic Verification Patient Verification Form- Patient Encounter Form
Review and Update Processing
Primary Care Physician Agreement {o Pay for Services Co-Pay Request
Verification




Referring Physician Verification

Patient Verification Form
Routing to Registration for
Insurance Changes

Account Balance Request

Co-pay Notification and
Verification

Cash Collection and Processing

Account Balance Notification

Payment Options

Coordination with HHC
Registration for Insurance
Changes

Chinic management and staff were cooperative and responsive during the review. University Audits
observed many instances in which customer service and adherence to front-end redesign procedures were
excellent. Management representatives were commended and encouraged to establish additional dialogue
to support other clinics in their implementation efforts. However, during our review, we observed areas
in which a significant number of ¢linics inconsistently applied front-end redesign procedures.

Control issues:

e Front-End Redesign Procedures - A significant number of clinics inconsistently applied some

front-end redesign procedures associated with scheduling and checkout processes:
o Informing patients that co-pays are due at time of service

Informing patients when they have a balance due

o
o Requesting payment of balance at check-out
o Indicating acceptance of credit card when patient refuses to pay with cash or check

Management Plan — The Business Operations Design Team is establishing a plan which
includes education, training, and monitoring.

+ Exception Process — Although many of the clinic managers believe they are exempt from some of
the established procedures, there is no documentation to support such exceptions. Informai
discussions or unique procedures are the only indication of granted exceptions. Department and
Ambulatory Care Services management are not fully aware of the actual exceptions granted.

Management Plan — The Business Operations Design Team is establishing a plan which
includes education, training, and monitoring.

e Training Requirements — There is not a standardized mechanism to document and track staff
training requirements. In some clinics, staff members receive on-the-job training while others
attend the official front-end redesign courses.

Management Plan - The Business Operations Design Team is establishing a plan which
includes education, training and monitoring,.

s (Cash Controls - Although cash controls were not part of the front-end redesign effort, some
clinics receive payment reconciliation report cards on a monthly basis. These reports from
Professional Fee Billing provide guidance and reminders to assist staff with their collection
processes. This process provides assurance that appropriate cash management controls exist
however, the following was observed in several clinics:

o Sharing of cash drawers

o Inappropriate segregation of reconciliation duties

o Accessibility to cash drawer (e.g. keys left on desk, one key opens other staff persons

drawer)

o Checks not restrictively endorsed immediately




Small staff sizes and limited space appeared to contribute to some of these weaknesses.

Management Plan — The Business Operations Design Team is establishing a plan which includes
education, fraining and monitoring.

Ambulatory Care Services, Hospitals and department management, and clinic personnel were helpful and
responsive throughout the review, Best practices were identified in some instances and are being
duplicated at other clinics. A follow-up review will be conducted during the third quarter of fiscal year

2006.

University of Michigan Hospitals 3408 Drug Purchasing Program #2005-115

Issued October 24, 2005

Section 340B of the 1992 Public Health Services Act requires drug manufacturers to provide drugs for
outpatient use by eligible health care entities at reduced prices. Hospitals may qualify as an eligible entity
based on various criteria such as being a public hospital and providing a high “disproportionate share” of
medical services to low income individuals. Program eligibility is re-determined on an annual basis. The
University Hospital Pharmacy (Pharmacy) has been participating in the program since January 2004.
Pharmacy administration staff projects a $10,000,000 reduction in Pharmacy costs through 340B program
participation in 2006,

The objective of this audit was to evaluate Pharmacy controls that ensure appropriate 340B Drug Program
purchasing and utilization.

Control Issues:

Determination of Eligibility - Drugs purchased for outpatient pharmacies constitute
approximately 30% of UMHS 340B program participation. These drugs are obtained at
discounted prices and replaced at non-discounted prices if used for ineligible patients.
Retrospective procedures do not always provide positive verification of use by eligible patients
which could result in undetected diversion of 340B-priced drugs.

Management Plan - Based on new guidance from the Office of Pharmacy Affairs, Pharmacy
admunistration has modified its purchasing practices and 340B inventory management procedures
for the outpatient pharmacies. All drugs for these pharmacies are now purchased at non-340B
prices and replaced with 340B priced drugs when positive verification of dispensing to a 340B
eligible patient is obtained.

Support_for 340B Purchased Drug Quantities - At program inception, Pharmacy Services created
a two-part process to determine drug quantities eligible for 340B purchase discount.
Documentation used to determine these quantities included reports with negative eligibility
balances and undocumented manual correction procedures.

Management Plan - Pharmacy Administration has revised its 340B purchasing practices and will
only replace drugs when an entire packaging quantity has been used for 340B eligible patients.
As part of the revised 340B inventory management process, internal transfers will have a
significantly reduced impact on accurate 340B inventory balance reporting. Any transfers that do
occur will be captured electronically, documented and archived with other 340B related data.

Strategic Purchasing Decision - Increased utilization of Public Health Services (PHS) resources
could result in additional savings on 340B drugs. Prices are negotiated directly with
manufacturers rather than ordering through the PHS prime vendor who is responsible for
obtaining lower than 340B program ceiling prices. A cost-benefit analysis of this purchasing
strategy was unavailable.




Management Plan - The University Purchasing decision has historically been to refrain from
participation in Group Purchasing Organizations and contract as a separate entity. Discussions
with representatives from the PHS Office of Pharmacy Affairs and industry resulted in
determining that participation in the PHS Prime Vendor Program would not negatively impact the
University’s ability to negotiate with the pharmaceutical industry as an independent agent. The
University has enrolled in the PHS Prime Vendor program.

A PHS prime vendor contract is pending and is being processed through the UMHHS Contracts
and Procurement Office. This issue is closed.

* Purchasing List Support - Specific system reports and manual calculations used to develop the
340B Eligible Drug Quantities List would need to be reconstructed should the University be
required to support historic drug utilization.

Management Plan - Monthly reports are being generated and stored as application independent
files. As part of the revised 340B inventory management process, manual calculations will no
longer be necessary.

A digital image of the archive directory listing of reports was made available. It includes
archived reports for cach of the past three months. This issue is closed.

A follow-up review will be conducted during the third quarter of FY 2006.

FOLLOW-UP REVIEWS

Business and Finance Division Procurement Data Monitoring #2005-250
Original Report issued April 27, 2005 Follow-up Report 1ssued October 24, 2005

+ Monitoring Compliance with Procurement Policies - Periodic compliance reviews are
underway to ensure that appropriate procurement methods are properly utilized, and that open
and competitive bidding is taking place where required and when possible. An initial review
was performed at a University of Michigan Health Center unit and other reviews have been
scheduled.

Management has taken appropriate corrective action. This audit is closed.

Department of Ophthalmology and Visual Sciences Fiscal Responsibilities #2005-114
Original Report issued June 15, 2005 Follow-up Report issued October 3, 2005

e Review and Approval of Expenses- Management has created a list of authorized signers for
financial transactions. The chief department administrator now approves all faculty expenses and
does not sign off on travel expenses until there is a Temporary Faculty Absence form approved
by the chair. The departmental website has been updated to include department specific policies
with defined responsibilities for each position. Expenses made on behalf of the chair are being
centrally processed on one P-card and forwarded to the dean’s office for review and approval.

Closed

e Submission, Review and Processing of Pay Information - Faculty members are now submitting
exception time requests to the chair for approval. A written timesheet policy was developed and
a delegation form is being utilized to assign signature authority. Staff has received reminders that
employees are restricted from accessing their timesheets once they have been approved and that
information regarding temporary employees must be communicated timely. Closed




* Business Purpose of Travel and Hosting Events: - Finance personnel have met with staff to
discuss business purpose documentation requirements. Review checklists were created to
improve the compliance review of expenses and ensure a properly documented business purpose.
Department policies have been formalized and require a clearly identified business purpose
including documentation such as conference brochures. Closed

o Purchasing Practices - Management communicated to the entire department that splitting
transactions to avoid Purchasing review at certain thresholds was prohibited and that using
internal resources and select vendors when applicable 1s expected. Departmental expense review
checklists incorporate an evaluation of these requirements. The department created a purchasing
decision tree document 1o help staff follow proper policy. The finance director is reviewing cell
phone usage across the department, has drafted a departmental policy regarding cell phone usage,
and is in the process of converting all the phones to the select vendor for the University to gain
better discounts for the department. Closed

» Miscellaneous Processing - Facuity and Staff members received reminders regarding the proper
classification of expenses for indirect cost recovery exclusion as well as the timeliness of expense
document submissions. Departmental review checklists incorporate these requirements.
Documented department policy requires staff to submit expense reports within 15 days of the
expense so that there is time for review and approval within the 30 day deadline. Closed

Management has taken the appropriate steps and corrective action has occurred on all major audit
recommendations. This audit is closed.

Department of Psychiatry Fiscal Responsibilities #2005-114
Original Report issued June 3, 2005 Foliow-up Report tssued October 31, 2005

s Review and Approval of Expenses - Travel and hosting transactions for the department chair are
centrally reviewed and approved by the dean. The department has obtained a P-Card for the
department chair to support efforts in monitoring expenses through a single P-Card source.
Management is providing education and training to faculty and staff to reinforce roles and
responsibilities for financial transactions. Closed

s Faculty Time Sheets - Exception time reports for partial appointments are now obtained and
approved by Psychiatry prior to processing. The department Human Resource manager currently
is receiving all time reports to ensure appropriate processing and payment. The exception time
report has been revised to include faculty signatures prior to chair review and approval. Faculty
absence forms are being reviewed by a higher authority. Closed

¢ Purchasing Practices - Management has provided ongeing communication to staff on utilization
of internal resources via email and department staff meetings. Management is requiring that any
person deviating from internal or approved vendors will need to provide documentation to
support a cost or service benefit. Communication of this process is also incorporated in their new
training, Closed

Management has taken appropriate action to strengthen the internal control structure. This audit is
closed.

UMHHC Chargemaster Assessment #2005-120
Original Report issued November 9, 2004 Follow-up Report issued October 19, 2005

¢ CDM Updates - Charge Description Master {(CDM) code changes required by third party payers
are now identified on a quarterly basis and included in the CDM Analysts’ work lists of changes
to be made. Confirmation of completed changes consists of the CDM Admunistrator reconciling



CDM system screen prints of each change to the work list and sending e-mail notification of the
change to appropriate department contacts. Clesed

¢ Management of Variable Rate Codes - Fifty-seven percent of the variable rate codes observed in
the audit have been or are pending inactivation. Remaining variable rate codes are supported by
department letters explaining the necessity for continuing them. A semi-annual cost-analysis of
rates will be performed by the CDM administrator beginning in January 2006 and documentation
of annual increases at the institutional rate are now required for each code maintained. Closed

e CDM Authority and Responsibility - Policy was developed to outline the distribution of specific
responsibilities for CDM c¢ode changes, additions, and deletions. Roles were clarified for the
Budget and Rate-Setting Department, clinical departrnents, C-Cubed staff and the Rate-Setting
Committee. The policy was reviewed and approved by HHC and Ambulatery Care leadership.
Closed

¢ Departmental CDM Reviews - CDM analysts each maintain a schedule of the audits they perform
with prior and projected review dates to ensure that every department assigned to them is
included at reasonable intervals. Closed

¢ CDM Training - Training class participant lists are being maintained to ensure that only trained
individuals request updates. Three CDM trainings were offered in May and June. In support of
on-going, individual training, a listing of department CDM contacts is maintained by analysts and
departments are updated periodically with contact information for the analyst assigned to them.
Closed

s CDM Analyst Qualifications - Two of four CDM analysts have achieved the Certified
Professional Coder-Hospital designation in the last six months. A third analyst is preparing for
certification. The newest member of the CDM team is a Registered Health Information
Technician. As a group, CDM staff members have financial, billing and medical technical
background. Closed

« (DM Access Rights - The CDM Administrator obtains and reviews system reports of access to
the CDM. Current access is appropriate. Closed

Action plans have been implemented and the control environment has been strengthened. This audit is
closed.

UMHHC Housing Bureau for Seniors #2005-112
Original Report issued October 28, 2004 Follow-up Report issued October 24, 2005

s Loan practices that are consistent with authorized procedures - Management has revised its loan
policies, procedures, and orientation materials to ensure overall consistency and documentation of
loan practices. Housing Bureau for Seniors (HBS) has reviewed all intemnal files and reorganized
them to improve the management of loan records. The director periodically reviews loan activity
conducted by the social worker to ensure consistency with authorized procedures. Management
meets with the HBS Finance Committee manthly to report the status of loan activity. Closed

» Adequate financial controls over loan activity - HBS and Hospital finance have established and
implemented an accounts receivable system for loan transactions. Hospital finance has appointed
a person to manage the receivable system and monitor cutstanding loans. HBS and Hospital
finance meet monthly to discuss transactions and ensure overall accuracy of reported loans.

Closed




Collection of unsecured loans payable - Management is presently working with the Office of the
General Counsel, and Treasury. The General Counsel’s Office and Treasury have made the
decision not to pursue coliection of old [oans, however, loan agreements will be revised and
language added to inform loan recipients that issuance of a 1099¢ will be provided for those
defaulting on loans going forward. Closed

Appropriate legal identification for loan confract - Management has forwarded existing loan
agreements to the Office of the General Counsel for revision and evaluation of loan terms and
conditions. Language has been revised to ensure appropriate loan agreements exist. Closed

Appropriate loan acceptance/rejection criteria - Management has refined loan screening
procedures and orientation procedures to ensure that loan applicants are appropriately assessed
prior to submission and approval before the loan committee. Existing practices include an overall
financial review, budget analysis and other assessment tools to assure appropriate practices are in
place. Secondary approval by the director is required prior to forwarding loan applications to the
HBS Committee. Closed

Adequate loan fund policies and procedures - Management has revised loan fund policies and
procedures to cover terms and conditions recommended. Procedures have been in place since

January 1, 2005, Periodic monitoring is conducted by the director to ensure compliance with
authorized procedures. Closed

MAIS Business Continuity Planning #2004-302

QOriginal Report issued April 19, 2005 Follow-up Report issued October 26, 2005

Sharing of Business Continuity Planning Materials - The MAIS business continuity planning
template has been placed on the MAIS website. The template offers a standard approach to
business continuity planning and is available for all campus administrative, academic, and
research functions. Closed

Business Continuity Plan Approval - An area for signoff by department management was added
to the template to verify that the plan’s scope and recovery methods meet objectives. The
template was distnibuted to MAIS units. Closed

Plan Status Reporting - The inventory of business processes spreadsheet was added to the MAIS
website. The spreadsheet shows central office planning status including missing plans, last
update dates, and last review dates. Closed

Information Security - A procedure has been implemented to secure programs and sensitive
backup data necessary for recovery of operations. An option is available to electronically send
backup to secure offsite servers. Closed

Management has strengthened the internal control environment. This audit is closed.



University Audits
November 2005 - Reports Issued

ORIGINAL REPORTS

Campus

Intercollesiate Athletics Student-Athlete Promotional Activities #2005-247
lssued November 2, 2005

Intercollegiate Athletics policies require that for any promotion, the sponsoring organization

complete a Promaotional Activity form and any participating student-athletes complete a Student-Athlete
Certification form. University Audits reviewed completed and properly executed documents for five
selected promotional activities with no exceptions noted. The selected sponsors were proper charitable,
educational or non-profit organizations and the activities were conducted within 100 miles of campus.
This audit is closed.

Intercollegiate Athletics Booster Clubs #2005-239
Issued November 16, 2005

The objectives of this audit were to:
¢ Provide the external auditors with a summary of the booster clubs statements of disclosure.
¢ Perform a limited review of the Dekers Blue Line Club and the University of Michigan Diamond
Club.

Audit procedures included examining and summarizing statements of disclosure received from external
booster clubs, analyzing and resolving any discrepancies or questionable items and transmmtting
summarization to external auditors. For the reviews, we met with representatives of the selected clubs to
evaluate financial records and transactions.

Based on the work conducted, it appeared that tinancial records were adequate to assure propriety of
financial transactions and related statements of disclosure for the Dekers Blue Line Club and the
University of Michigan Diamond Club. This audit is closed.

School of Dentistry Fiscal Controls Assessment #2005-213
Issued November 15, 2005

University Audits performed an assessment of internal controls within the patient revenue cycle.
Revenue and expenses associated with Dental Stores, the Post Doctoral Scholar Program, the Continuing
Education Office, and the Outreach Office were evaluated. University Audits also reviewed control
procedures in the department of Cariology, Restorative Sciences, and Endodontics. Audit procedures
were designed to evaluate the adequacy and effectiveness of controls over:

¢ Department Budgeting

¢ Fancial Reporting

¢ Procurement

¢ Payroll

Control Issues:
e Dental Stores Sales - Dental Stores does not use cash register sales totals and pre-numbered
customer receipt documents when reconciling day-end sales activity. These practices establish

accountability for customer payments.




