




































Management Plan - Athletics' IT is working with the Treasurer's Office to determine a proper
scanning protocol to ensure PCI/DSS compliance. AtWetics' IT is testing MESA (Microsoft
Baseline Security Analyzer) for evaluation of workstation security within Athletics. MBSA is a
software product used to detect common security misconfigurations and missing secmity updates
on computer systems. AtWetics' IT plans to lUll regular and periodic scans across the network.

Controls were found to be effective. Because Ticketmaster acquired Paciolan, changes will eventually be
made to the ticketing system to install Ticketmaster proplietary features into the Paciolan system. Care
must be taken to ensure that these processes continue to be well controlled. University Audits will
conduct a follow-up review dm1ng the fomih quarter of fiscal year 2009

Healthcal'e

University of Michigan Health System Resident Dutv Hours
Issued JanualY 30, 2009

# 2008-102

The University ofMichigan's (U-M) Medical School offers 89 residency programs to the approximately
1, I 00 residents cillTentlyemolled. The Accreditation Council for Graduate Medical Education (ACGME)
sets residency program standards that must be maintained to ensme continued accreditation. In July
2003, ACGME instituted a comprehensive approach to address excessive duty homs concems in all
accredited residency programs. It focuses on three areas:

• Placing appropliate limits on duty hours (commonly known as the 80-hour rule)
• Promoting enhanced institutional oversight
• Viewing standards for resident homs as one element ofa comprehensive approach to promote

high-quality education and safe patient care.

The ACGME's common duty hours standards acknowledge scientific evidence that long hours and sleep
loss have a negative effect on resident pmfonnance, education, and well-being. In addition, restricted
sleep could have a detrimental effect on patient safety. ACGME's goal is to emphasize the
responsibilities ofprogral11s, sponsOling institntions, and the accrediting body to ensure safe patient care
and all appropriate leaming environment for residents.

University Audits conducted an audit of University compliance with resident duty hours limits in
accordance with the standards. The primary objective of the audit was to review compliance with the
limits placed on duty homs encompassing the following ACGME requirements:

• Limit duty homs to 80 homs per week, averaged over a fom-week peliod, inclusive of all in­
house call activities.

• Provide one day in seven free fi'om all educational and clinical responsibilities, averaged over a
four-week period, inclusive of call.

• Provide a ten-hour time-off period between all daily duty peliods and after in-house call.
• Schedule in-house call no more frequently than evelY third night, averaged over a four-week

period.
• Limit continuous on-site duty, including in-house call, not to exceed twenty-four consecutive

hours. Residents may remain on duty for up to six additional hours to participate in didactic
activities, transfer care of patients, conduct outpatient clinics, and to maintain continuity.

ContTol Issues:

• Moonlighting - U-M Graduate Medical Education (GME) has detailed policies and procedures
for employment by residents outside of their nonnal residency activities ("moonlighting") to
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ensure the outside employment does not detract from their residency duties. In addition, intemal
moonlighting hours are cmmted as patt of the ACGMB duty hours limits. University Audits
noted the following:

o The moonlighting provisions are not always followed by the residents and their
departments. Moonlighting forms are not consistently completed and pre-approved by
the program director and GMB Office before a resident patticipates in moonlighting
activities. Also residents moonlighting in their own program are not consistently
requesting written approval from the Director of GME prior to commencement of the
clinical activity.

o Moonlighting hours are not always repOlted in MedHub and timecards for moonlighting
are not consistently approved by the program director, as required. In addition, timecards
are not always filled out conectly, making it difficult for GMB Office staff to monitor
and detect umepOlted moonlighting.

Management Plan
o Moonlighting policies and procedures are cunently regularly reinforced to program

coordinators, program directors, and house staff. The moonlighting policy stipulates a
requirement for program-level review and approval of timesheets prior to submission to
the GME Office and before submission to Payroll. A GME staff person monitors all
timesheets and payment fOl1ns for compliance with protocol. In instances where protocol
does not appear to be followed or duty hours do not appear to be recorded in Medhub,
direct contact is made with the program office to discuss the issues and request
appropriate conective action is taken. All of these GMB-centered activities will continue
to ensure and increase overall program compliance.

o Plans are underway to redesign overall progrannnatic duty hours moonlighting processes
which will free up incremental staff time in the GMB Office to increase monitoring of
moonlighting.

o GMB management will follow through on developing payroll repOlts from M-Pathways
to detect and follow-up on unapproved moonlighting.

o GME management will work with UMHS Compliance Office to include resident duty
hours and moonlighting concerns in existing faculty and departmental administrator
training.

• Measuring Duty Hours Compliance - Incomplete infOlmation impacts the ability to monitor
compliance with ACGME duty hours. Additional complicating factors include:

o Program duty hours compliance is based on resident's submission of a weekly duty hours
log. However, the log can be blank or incomplete and the process cannot detect missing
hours. A resident could submit every week without entering any time and would be
measured as compliant.

o Cunently, it is not possible to calculate the number of rnissing working hours or
moonlighting hours in MedHub because MedHub is not used for timekeeping pUllJoses.

o A program is considered in compliance if at least 75% of the duty hours logs have been
submitted.

o Surgery residents may take one to two years of tlleir ACGMB accredited training for
research activities. During this time they are not submitting hours, so their duty hours
logs are reported as missing.
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Management Plan
a In Februmy 2009, a change will be implemented in Medhub so that when duty hours

submitted are less than expected (detennined by the individual programs), the system will
require the House Officer to vetify that the hours are COlTect.

a Surgery and other residents are required to submit duty hours while on research rotations.
GME management has reinforced this requirement with the applicable programs.

a ACGME resident duty homs requirements may change as a result of the recently
published Institute ofMedicine report. The report maintained current duty hours limits
but recommended additional undefined monitoting efforts, which may be the focus of
any changes. Until such time as ACGME amlOunces plans for changes to duty hours
requirements, MedHub's current functionality will remain intact.

• Institutional Oversight - ACGME requires institutional oversight for compliance with the duty
homs stmldm·ds. In response, the GME Committee, a group appointed to manage and provide
institutional oversight for graduate medical education programs, developed a policy to monitor
complimlce. However, there does not appear to be regular, high-level review of duty hours
compliance; compliance monitOling is decentralized at the program level.

a The UMHS GME InstitutionaI Policy section B states that:
o The GJvfE Committee, in conjunction with the GJvfE Office, will aiso monitor duty

hours at monthly, quarterly and other random intervals.
o The GJvfE Committee must develop and implement procedures to regularly

monitor resident duty hours for compliance with the Sponsoring Institution's
policies and the Institutional andProgram Requirements.

o This process will include formal reviews andfollow-up with program directors
and residents, electronic surveys and other means. Programs that are habitually
non-compliant will be placed on institutional "warning" status and reported to
the GJvfE Committee and the Hospitals and Health Centers Senior Management
Team.

a The GME Office provides a qumterly letter to progrmns measming compliance with duty
hours log submissions. Due to staffing chmlges in the GME Office, the qumterly repOlis
have not been sent to the progrmns for at least the last two quarters. A position has been
recently filled that includes this as a responsibility and GME management has indicated
that they plan to resume sending these repOlis in the near future.

a A Slffilillmy RepOli is generated by the GME Office on a qumierly basis and sent to the
progrmns. This repmi highlights compliance with the standards and surmnm'izes the non­
compliance for each week in the date rmlge the report is run. Since many of the ACGME
standards require averagiug over four weeks rather than in individual week increments, a
separate repmi available in MedHub should also be run as this repmi will average the 80­
hour workweek and the one day off in seven. This infonnation will more easily identify
non-complying programs and individual residents.

a An ACGME Frequently Asked Questions issued in 2007 states that the requirements that
allow for averaging of duty homs must be done by rotation rather than a four-week
average. U-M measures on the four-week average, which is not consistent with ACGME
requirements.

Management Plan - Implementation of a new process is lmdelway to increase monitoting and
oversight at the institutional level. On a cycled yearly basis, programs will be reqnired to submit
detailed duty hours repmis for the latest quarter to the Associate and Assistant Deans of the
Medical SchooL The repmis will be reviewed for adequate duty log submittal and compliance
with duty homs regulations, and findings will be repmied to the GME Cmlllllittee during their
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frequently held meetings. The program director will be required to attend the meeting if the
program demonstrates noncompliance. In addition, a follow-np report will be required from the
program director addressing progress towards compliance and possible re-evaluation of the
program after three to six months.

• MedI-Iub - The software used by GME to manage many aspects of the graduate medical
education program was developed by a small outside vendor (MedHub) in collaboration with the
U-M Department of SurgelY- University Audits noted the following:

D All systcm administration and support is provided by MedHub. These tasks are crucial to
the on-going function and reliability of the system. The cunent vendor contract gives
only limited assurance and access to data and source code ifMedHub dissolves or the
University tenninates the relationship. In addition, MedHub is responsible for all
program changes and does not have a change management process that includes U-M's
oversight. This puts U-M at l1sk if the vendor makes unauthorized changes to the system,
or ifthe company were to dissolve.

D Approximately 3,300 users cunently have MedHub access. No process exists to
terminate access whenjob responsibilities are changed or individuals leave the
University. This is a coneenl because Medhub stores sensitive personal information
about residents which should be provided only on a need-to-know basis_ EusUling only
authorized individuals have access to MedHub helps to protect the confidentiality of the
infmmation and discourage identity theft.

Management Plan - The escrow agreement regarding source code recently expired and will be
retroactively renewed; this will ensure U-M receives the code ifMedI1ub declares bankruptcy.
MCIT and the GME Office will work with the vendor to amend the contract to ensure that data
will be transfened into readable fmmats upon contract tennination or bankmptcy_ A change
management process, which includes monthly repOlting, will be established with tl,e vendor to
ensure verification of changes.

MCIT will work with the vendor and the GME Office to implement a systematic suspension of
user access after a six-month period of inactivity. In addition, monthly an access list of all
administrative MedHub users who have not logged in within the past 30 days will be reviewed
by the GME Office. Departments will peliodically review faculty access and program
coordinators will tenninate access as appropriate.

University Audits will follow up on tl,e status of action plans during the first quarter of fiscal year 2010.

University of Miehigan Hospitals and Health System Payroll and Timekeeping System # 2008-110
Issued January 30,2009

Payroll disbursements represent the largest operating expense categmy at University of Michigan (U-M)
Hospitals and Health Centers (UMHHC). Overall, expenditures for compensation and benefits increased
almost $300 million, or 47%, between fiscal years 2004 and 2008 1

• As paymll expenses continue to
grow, the need increases for robust analysis and exception repmting tools to help decision managers
ensure financial health and consistency with federal, state, and University policies and procedures.

The central University Payroll Office in Wolverine Tower is responsible for creating and distlibuting
payroll checks to all U-M employees, including UMHHC employees. Appr6ximately 3502 UMHHC

1UMHHC Data Mali Institutional Reports
2 UlvlHHC Payroll Office Supervisor

20



department timekeepers are responsible for entering time and labor data into M-Pathways that results in
the production ofUMHHC paychecks and other payroll information. The UMHHC Payroll Office's staff
of six payroll associates and one supervisor are responsible for:

• Training and monitoring UMHHC timekeepers
• Responding to payroll questions from UMHHC administrators, timekeepers, and employees
• MonitOling overtime rates and PTO (Paid Time Off) balances
• Reviewing and responding as necessary to daily activity reports
• Analyzing and reacting to various monitoring repOlis nm on a regular basis before and after pay
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The primary objective of this audit was to detennine whether UMHHC payroll aud timekeeping practices
are sufficient to protect U-M resources and comply with federal, state, U-M, and labor agreement
requirements. University Audits perfonned a risk analysis related to payroll and timekeeping practices
and developed the following audit objectives:

• Assess effectiveness of controls that:
o Prevent and/or detect timekeeping and payroll anomalies and exceptions
o Analyze and monitor trends
o Ensure the completeness and accuracy of timekeeping
o Validate overtime rate calculations and applications
o Ensure UMHHC employees are paid in accordance with applicable labor agreements

• Access procedmes and follow-up for resolving and tracking payroll complaints or exceptions
• Review controls governing system access rights and privileges to determine if system access is

appropriately authorized and monitored
• Determine ifUMHHC Payroll Office staff roles and responsibilities, including staff training

procedmes, are clearly defined and documented
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Audit Summary
Hospitals have an inherently complex timekeeping and payroll environment dne to aro11l1d-the-clock
staffing reqnirements and labor agreements. UMHHC timekeepers report time and labor data nsing more
than 120 different time reporting codes. Therefore, proper training, monitOling, and detection are key
controls for safeguarding U-M resources and ensming regnlatory and labor agreement compliance.
UMHHC Payroll Office management has developed sOlmd procedures for training payroll associates.
Management develops training plans for new payroll associates, assigns trainers, reviews progress, and
adjusts plans as necessOly. UMHHC Payroll Office personnel also monitor calls from UMHHC
timekeepers and provide training npdates as needed. MAIS (Michigan Administrative Infonnation
Services) incorporated some proactive controls in the PeopleSoft Payroll System to prevent or detect large
errors. Examples include the shift/on-call reasonableness qnery that detects nnusually high shift/on-call
rates, and the rates quety that detects individuals with mlUsually high base rates of pay. The UMHHC
Payroll Office has developed rep0l1s to assist in monitoring paid time off balances, identifYing missing
time repm1s and time data, and reviewing overtime liability. This audit identified additional oppOl1unities
to improve payroll analysis and oversight, and increase con(TOl over system access and data integrity. It
also identified oppm1unities to improve specific UMHHC Payroll Office operations.

Control Issues:

• Hnman Resource Management System Access Controls - Controls goveming system access need
to be strengthened. Specifically:

a Access Rights and Privileges Assigned to Transferred Employees: University Audits
identified several employees with inappropriate humOll resource system access rights and
privileges. For most ofthese individuals, system access rights and privileges were not
updated when they transitioned into different job responsibilities within the same
department or transferTed to different UMHHC departments.

a UMHHC Unit Liaison Span ofControl: A single individual is responsible for approving
and monitming human resource system access rights aJld privileges for all UMHHC
employees. CmTently, the Unit Liaison' can only monitor system secmity infonnation
for health system human resources employees. Limited knowledge regarding employee
transfers and teITninations and the sheer 11111l1ber ofUMHHC employees with hnmaJl
resource system access rights and privileges prevents the Unit Liaison Ii-om having
sufficient infolUlation to monitor access security for all UMHHC depar1ments and muts.

a System Access Policies andProcedures: UMHHC does not have docnmented procedures
for assigning, modifying, and removing access rights and privileges to/fi'om active and
fmiller UMHHC employees. Backup nnit liaisons may not be aWOl'e of detailed
procedures for perfonning the Unit Liaison's dnties dming absences.

Management Plan
a UMHS-HR (University ofMichigan Hospital Systems Human Resonrces) will review

and update access rights Olld privileges for existing UMHHC employees to ensure access
is appropriate.

a UMHHC will develop access controls within UMHS-HR to assure UMHHC employees
are granted appropriate access and access is modified for individuals who transition into
different roles or different depariments.

a UMHHC will docnment system access policies and procedures aJld ensure UMHS-HR
staff responsible for graJlting and monitoring access is appropriately trained.

3 Unit liaisons are U~M employees who coordinate changes related to implementing and supporting M-Pathways systems with Michigan
Administrative Information Services.
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• Systematic Data Integrity Controls - The Payroll System does not have systematic controls that
ensure the appropriate use of ce!iain time reporting codes used by UMHHC timekeepers.

Management Plan - UMHHC administrators will meet with individuals from Michigan
Administrative InfOlmation Services and University Payrolls to develop and implement measures
to strengthen controls over the usage of specific time reporting codes.

• Payroll Expenditure Analysis - The UMH (University ofMichigan Hospital) Accounting Office
reviews certain payroll infOlmation such as ove!iime, salary supplements, and temporaty salaries
based on employee groups such as nursing. UMH Accounting does not perfOlID a comprehensive
analysis ofpayroll data by location, job code, eamings code, or payee to assess overtime usage,
payroll trends, or anomalies.

Management Plan - UMHHC administrators will develop, document, and implement additional
guidelines for monitOling UMHHC payroll. UMHHC Administrators will utilize infOlmation
available through University resources such as M-Reports, Data Ma!i, Business Objects, and
other resources to monitor:

o OVe1time
o Pay rates
o Additional pay
o Other exception pay data and payroll trends

UMHHC administrators will update overtime guidelines and other timekeeping guidance to
reflect cunent practice. UMHHC Payroll Office staffwill continue to provide suppOli to
UMHHC timekeepers by training new timekeepers, responding to inqufiies, monitoring progress,
and providing tfinely updates about timekeeping and payroll concems.

• Roles and Responsibilities
o UMHHC Payroll Office Employee Task List: Maoagement maintains a list of tasks

perfOlmed by staff. However, the list is not up-to-date. A review of the list revealed
several unassigned, undefmed, or outdated tasks. A few tasks perfonoed by the staff
were not included on the list. One unassigned task had not been perfOlmed since the
payroll associate previously assigned to the task left the UMHHC Payroll Office.

o Employee Work Review Procedures: Employee work review procedures are not
documented. The UMHHC Payroll Office Supervisor randomly reviews actions taken on
HR activity repOlis but does not document what she reviewed or her findings.

o Termination Checklist: Management uses a checklist for new employee orientations, but
does not use a checklist for traosfers or te!winations. An employee checklist would be
useful to guide depatiment administrators through the employee traosfer or tennination
process.

Management Plan - UMHHC Payroll Office administrators will ensure routine tasks are defined,
documented, and assigned. They will also docunlent employee work review procedures and work
reviews. Administrators will update UMHHC's tennination checklist, reference the checklist on
a prominent webpage, aod encourage UMHHC administrator to use the checklist when
employees transition out of the department.

University Audits will conduct a follow-up review in the fourth quatier of fiscal year 2009 to assess
progress ollinanageinellt action plans.
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Medical School Administrative Internal Controls Review
Issued January 30, 2009

# 2008-208

Executive Summary
Uuiversity Audits reviewed the administrative intemal control stnicture at the University of Michigan
Medical School (UMMS) at the request of the Medical School Dean and University Provost. University
ofMichigan's first professional school, the Medical School began in 1850 with five faculty and ninety
students. Today, approximately 2, lOO facillty members participate in the education of 672 medical
students, 1,050 interns and residents, 472 graduate students, and 507 postdoctoral fellows. I UMMS offers
three faculty tracks: instrnctional, research, and clinical. UMMS also offers a graduate medical program,
residency programs and fellowships, multiple-degree programs, doctoral programs in biomedical
sciences, and postdoctoral programs. UMMS employs over 3,500 professional, administrative, and
technical staff.

i-;- Infonnatioritec!niology (IT) operationsI. Datillflmiagemeilt· . '. . •

'. IT secui"lty
" Cust61ll.f·w·sefvice ~-, .-.'
• Change imlnagement
II P~1fqpnrtn~~~~n.itoi#lf;

To evaluate the internal control enviromnent, University Audits interviewed management and staff within
Medical School Administration (MSA). Basic science and clinical departments within the Medical
School were not included in this review. MSA encompasses those responsibilities repOlting to the Dean's
Office. Due to the breadth of the review, detailed substantive testing was not perfOlmed. Our assessment
is based on infOlmation obtained duriug management interviews of the following functions within MSA:

[F~. Development----

I. Financial operations

I: ~;;i~;~t:~~ent
I. Pur:ch~si~g/./<,

i· Fi(1~nRial~e.8°rti~g ".
I. Grant admhristration
i.•__1'inancialoversight

r!nformation Services

I H~man Resou;~es --

I:-~f'~bC~;~~~~:~bt~;/ i<}i
I .Ernployeebenefi.t~ andconipensaiion

I, =.:-~R,:e::c:o;rn:.ci:=fi::·n,:g:ia""n..;d..;'""se""l::e:icfi::·:.:on=::=:-~.s£==:-_+_~~ ~_~-,-~ "_'''..'."" ...·.•1l. PerfOlmance evahlationand appraisai ~

I Facilities Management and Planning

I Information obtained from Facts and Figures - FY20071isted on the UMM:S website
(http://wV>lw.!TIed.umich.edu/medscho0 lIabout/facts. 11tm)
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•I •
•

Facilitiesmanagement .
Building maintenance
Custodial serVices .

MSA has established fundamental internal contr·ols over administr·ation and business operations. The
control environment could be strengthened by implementing additional controls and increasing rigor
around CUlTent controls. One central opportunity for improvement centers on strategic technology
planning. Technology initiatives and CUlTent projects are reviewed, at the department level, as patt of the
annual budget process. An IT strategic committee or plan could facilitate coordination of effort by
Medical School Infonnation Services, MSA Enabling Teclmologies, and Medical Center hlfonnation
Technology.

Risks could be filrther mitigated by employing additional controls in administr·ative atld operational areas.
Enhatlcing financial reconciliation and cash handling procedures would improve financial oversight and
cash management. Although financial operations and gift processing are closely monitored, gift fund
usage merits specific attention to ensure gifts are used efficiently, according to regulatory requirements,
and per donor intent. IT security and maintenance policies should be augmented to safeguard
development data included in standalone systems. Uniformity of human resource management could be
enhanced by updating exit procedures and related employee monitoring. Updated technology standards
and established external and internal service level agreements would facilitate efficient technology project
management and performance. MSA should also coordinate with Occupational Safety and
Environmental Health to ensure UMMS compliance with fire dlill regulations.

TIns repOlt summarizes our review of finance, development, hUlnan resources, infOlmation services,
technology platming, facilities management, and security operations within MSA. Risks are categorized
by functional tasks relevant to each operational at·ea. We reviewed ClUTent controls and identified
opportunities for improvement in the following areas:

• Financial reconciliation oversight
• Cash and information safeguat·ding procedures
• Assigued P-Card approvers
• Standalone system maintenance and security
• Gift usage monitoring
• Exit procedures
• Related employee monitOling
• Service level agreements
• Information technology strategic plan
• Technology statldat·ds documentation

• Fire drills

We will follow up and update the starus of the above contr·ol improvement opportunities in the first
quarter of fiscal year 2010.

FOLLOW-UP REPORTS

ITCS Software Licensing and Distribution Billing Systems and Practices # 2007-106
Original RepOlt issued Februaty 7,200 Follow-up Report issued December 18,2008

University Audits conducted a follow-up review of ITCS Software Licensing and Distribution Billing
Systems and Practices to confilm that appropriate management action plans were implemented to address
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an open audit recommendation for improvement in internal control. The following outlines the status of
the control item:

• Billing Process Integtity and Licensing: As recommended, ITCS Software Licensing and
Disllibution persOlmel documented the steps to negotiate licenses and their renewals, set plices,
and rebill University departments. With this new process, each individual license is documented.
The documentation is kept with the appropliate Purchase Order, the license tenns and conditions,
and all papelwork associated with the license fi'om the vendor and fi'om the University.

Management has taken appropliate corrective action. This audit is closed.

Intercollegiate Athletics Academic Support Services
Original Report issued July 18, 2007

2007-408
Follow-up Report issued January 9, 2009

University Audits conducted a follow-up review of Intercollegiate Athletics Academic Support Services
to assess the status of manageme~t'saction plans.

Conective actions are complete. Details regarding action plan implementation are noted below. This
audit is closed.

1. Student Counseling Practices
• Sharing of Student Login and Passwords - Management instructed counselors to desll'oy

docnmentation listing student identificatiou numbers and passwords. Management also sent
emails asking sllldent-athietes to change their passwords.

• Student-Athlete Privacy Concerns - Management documented policies for handling sensitive
infonnation, replaced the laptop in the academic advising office with a password-protected
desktop computer, and instructed counselors to:

o Close and lock office doors when counselors are away from their offices
o Ensure sensitive information pertaining to student-athletes is secure at all tilues
o Activate password-protected screensavers on office computers and laptops

• Student Advising - The Vice Provost for Academic and Budgetary Affairs is coordinating with
Academic SUPPOlt Services management and mut acadennc advisors in the areas of role
clarification, academic goal setting, and documentation standards.

2. Employment Controls
• Background Checks - Counselors are now documenting reference checks. Human Resources

personnel continue to perfonn climinal background checks for regular employees as part of the
normal hiJing process.

o Timely Submission of Employment Forms - Management documented hiling practices for
temporary employees. The new online HR system sll'eamlined the payroll process. The Athletic
Business Office timekeeper confinned time repOlts are no longer received before new-hire
papelwork is processed.

o Employment Eligibility and Identity Processes - Academic Support Services perso111lel
responsible for hiling temporary perso111lel completed online Innnigration and Naturalization
Selvice Form 1-9 training. The rCA Assistant Business Office Manager and the ICA Human
Resources Officer also completed training.

o Student Employment - Management created new hiling codes, and the Athletic Business Office
has encountered milumal problems with these codes. Management also requires student
employees to bling in class schedules each semester to vmify sllldent status.

26



o Student Employee Termination - The Athletic Business Office no longer forward-dates
telmination paperwork. The Athletic Business Office collaborates with the Payroll Office to
prevent termination of an employee's appointment before final time reports are submitted.

3. Payroll Controls
o Timekeeping and Payroll Policies and Procedures - Academic Suppmt Services personnel

sufficiently documented timekeeping and payroll practices to ensure aligmnent with Athletics
Depattment and University policies and procedmes and to fmther Academic Suppmt Services
staff understanding and compliance.

o Stndent Employee Timekeeping and Monitoring Temporary Employee Hours - Student
employees consistently complete and sign standat'dized time repmts. The newly implemented
Accutrack system and other procedmes make it easier to verify actual time worked. Signed time
reports at'e forwarded to the Athletic Business Office for processing and storage.

o Custody of Approved Time Reports - Management revised time repmt delively procedmes.
Academic Support Services associate athletic directors are now responsible for delivering time
reports to the Athletic Business Office timekeeper.

• Reconciliation of Gross Pay Registers - The Executive Associate Director of Athletics is
cunently reconciling the Gross Pay Registers until a new business manager is hired for Academic
SUPPOlt Services.

4. Staff Training and Development
• Documentation of Staff Training - Management documented staff development policies and

maintains a document listing staff development and training.
• Staff Evalnations - The Academic Suppmt Program implemented procedmes for perfomring

atmual staff evaluations, consistent with Athletic Depattment policy.
• Program Evaluations - Management continues to evaluate academic suppmt program

effectiveness by soliciting input from coaches and reviewing tntmial questionnaires, student­
athlete surveys, and senior athlete exit interviews. In addition, the Provost's Office also
completes program assessments on a peliodic basis.
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Open Audits Follow-up Table
January 31, 2009

Audit Title
Report

Issues
Expected

Date Completion
Emergency exits; alarms and

Physical Security at Harlan Hatcher
9/2/08

monitoring systems; fire safety; safety
February 2009Graduate Library 2008-303 or patrons and staff; storage; defen-ed

rnaintenance;procedures
Practice management system;

University Health Service HIPAA IT
9/2/08

verification of internet access; Intranet
Jtme 2009Security 2008-309 tools server; data access procedures;

security policy
Vulnerable systems; unnecessaty
services; unknown ports and services;

College of Engineering Research
10/29/08

unknown systems; unsuppOlted
May 2009

Computing 2008-302 devices; users with system
administrator privileges; updating
firewalls; procedural documentation
Removal of access for terminated

Institute of Coutinuing Legal Education
11/24/08

employees; role-based access; website
March 20092008-202 usage momtOling; backup power

testing; security assessment
Michigatl Administrative Infonnation

Role assignments; customization;
Services Grade System: Web-based 12/23/08

two-factor authentication
July 2009

GTade Chatlges 2008-114
Intercollegiate Athletics Paciolatl

01/09/09
System administr"ator documentation;

March 2009Ticket System 2009-302 system SCall for PCIIDSS compliance
University ofMichigan Hospitals alld
Health Centers Emergency Department 05/09/08 Training Action Platl Februmy 2009
2008-112
Medical School Pulmonary atld CJitical

Grant key persOlmel; travel alld
CatOe Medicine Operational Review 9/26/08 Mat-d12009
2008-207

hosting

University ofMichigan Hospitals and
Segregation of duties; bank statement
reconciliation and check writing

Health Centers Cashier's Office 10/17/08
practices; follow-up of outstanding

June 2009
2008-206

vouchers; dunlicate facility refunds
Human Resource Management

UMHHC PayTOll and Timekeeping
1130/09

Systern access; systematic data
October 2009

2008-110 integJity; payroll expenditure
analvsis; roles and responsibilities

Medical School Administrative Illtemal
IT strategic plauning; reconciliations;

Contr"ol Review 2008-208
1/30/09 gift fund usage; IT secmity; fire chill September 2009

re<mlations
Resident D;:;;:;/Hours 2008-102 1/30/09 Duty hours compliance September 2009
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First follow-up
was completed
August 2008

University Human Resources Family
12/17/07

Training; update relevant SPG
and Medical Leave Act 2007-403 sections; written notifications

Second follow-up
March 2009

Controls over physical access; system
user access levels; cmmnercial
driver's license testing; vehicle

TranspOltation Services 2007-10 I 1/28/08 inventOTy monitoring; fuel inspection February 2009
upon delivery; gross pay register
review; imprest cash fund; fOlmal
policies and procedures

1-9 Employment Velification Process
1/29/08 Filing timeliness; automation; training March 2009

2007-823
Roles and responsibilities; conflict of

University of Michigan - Flint
9/30/08

interest; disaster recovery;
March 2009

Chancellor's Office 2008-205 reconciliations; segregation of duties;
procedures

Plant Operations Consuuction Services
11/4/08 Project management reporting June 2009

2008-602
Sponsored Programs Subrecipient

11/21/08
Written guidance for PIs; subconu-act

June 2009
Monitoring 2008-501 temulate

Financial oversight and monitoring;

School ofMnsic, Theatre & Dance
several procurement and payroll

Fiscal Responsibilities 2008-815
11126/08 observations; docnmented procedures; July 2009

wlitten delegation of authOlity;
imprest cash management;
Reconciliations; procurement; cash

Intercollegiate Athletics Business Office
controls; overtinle; check writing;

Fiscal Responsibility 2008-210
12/23/08 mobile devices; eqnipment April 2009

disposition; hiring and tennination
procedures
Grant compliance; endowment
agreements; collection mallagelnent;

William L. Clements LibnllY 2008-212 1/26/09 insurance coverage; physical safety September 2009
and security; reconciliations; recharge
rates

University Press InventOlY and
1/30/09

Acconnting checklists; inventory
September 2009Receivables 2008-203 analysis
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