
























required to have an approved COIlCOC policy and appropriate management action plans where potential
conflicts exist.

Management Plan - Though the staff policy was approved by the Policy Review Group by the deadline,
the policy was neverfully implemented within SMTD. We found that as we began to implement the
staff policy, the wording of the document, i.e., a few of the examples, seemed to be causing more
confusion than chnity. We therefore decided to stop full implementation on the staff COC/COI until it
could be clarified. Some discussion has occurred and additional draft language is being generated for
review. Once the updated policy has been approved by the central Review Group, policy will be
disseminated to staff, and appropriate docnmentation generated as necessary per policy requirements.

8. Miscellaneous MPulse Observations - MPulse is SMTD's residential summer youth pelforming arts
program. Based on discussions with MPulse personnel and reviewing select documentation, processes
appear to adequately ensure the safety of campers; however, dming this review University Audits
observed the following:

• The person responsible for processing credit card payments for the MPulse camp fees is also the
person responsible for processing refunds.

• The merchant copy of the credit card receipts includes the entire credit card number with the
expiration date. The Program Coordinator currently blackens out the complete number and
expiration date before secming the files in a locked filing cabinet; however, programming the
terminal to truncate these numbers would more adequately protect this sensitive data and
improve efficiencies.

• A travel advance is used for petty cash fund needs during the operation of the program.

Management Plan - A new on-line processing system is currently being developed with the Treasurer's
Office. The Business Administrator has now been assigned the responsibility of processing refunds. The
Business Administrator will review Fifth-Third Bank statements to monitor refund activity.

The Program Coordinator is cmTently updating internal documentation, and generating an updated
Service Level Agreement.

An imprest cash fund will be requested.

We are investigating the ability of the Treasurer's Office to program the terminal to truncate the credit
card number when printing.

University Audits will conduct a follow-up review early in the first quarter of fiscal year 2010 to assess progress
on action plans.

Information Technology

College of Engineering Research Computing
Issued October 29, 2008

#2008-302

The College of Engineering (CoE) is horne to thirteen departments. Research is a major focns within the
College. CoE's patents accounted for nearly half of all patents filed by University of Michigan entities in
fiscal year 2007. The CoE is home to eight research professors (including associate and assistant levels),
sixty-one research scientists (including associate and assistant levels), and five research investigators.

Each depaJiment at the CoE has its own information technology (IT) suppOli team. Each IT group is responsible
for the day-to-day administration of most of their department's computers. This includes deploying new
computers, installing operating systems and other software, installing updates, pelforming maintenance, and
troubleshooting. The IT professionals do not administer all of the machines used for research. Instead, many of
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the researchers and/or their student assistants manage their own research computers. For the purpose of this
review, our definition of 'unmanaged' refers to any system not administered by the department's formal
information technology professionals.

For networking needs, the CoE utilizes CAEN (Computer Aided Engineering Network). CAEN snpports the
College's entire network infrastructure. They work in partnership with each department's IT group to provide
service to the end users. CAEN also provides basic network monitoring, and system scanning on request.

The purpose of this audit was to assess the security posture of unmanaged computers used primarily for creating
and storing resear'ch data. This report discusses security across the CoE as determined by detailed reviews of
three selected departments. University Audits reviewed controls in Atmospheric, Oceanic, and Space Sciences
(AOSS); Chemical Engineering (CRE); and Electrical Engineering and Computer Sciences (EECS).

While unmanaged machines were the focus of this audit, University Audits examined some managed machines as
well. This was done largely at the request of the clients, but also to provide a benchmark for comparison with the
unmanaged machines. At AOSS, all six unmanaged machines were scanned, along with seventeen managed
machines. At CRE, all eight unmanaged machines, and five managed machines, were scanned. At EECS, 136
unmanaged machines, twelve managed machines, and an unmanaged cluster were scanned. The comparatively
lar'ge number of systems scanned in EECS is due to the high volume of computer research pelformed there.

This audit examined:
• Potential vulnerabilities identified ou managed and umnanaged machines found by using third party

scanning software
• Processes and procedmes developed for users and systems administrators in the selected departments
• Firewall placement and configuration by the IT professionals at the selected departments
• Initial system configmation procedures and standards used by IT professionals at the selected departments
• Privileges granted to users acting as systems administrators

Control Issues:
• Vulnerable Systems - Mature operating systems provide a solid platform for computing. However, they

also contain more known vulnerabilities. Hackers and legitimate security resear'chers have had time to
find the weak spots. University Audits used a system scanner to evaluate vulnerabilities on a sample of
machines at selected departments within the CoE. The scans highlighted multiple systems with high-risk
vulnerabilities. Left unaddressed, these systems become easy tar'gets for hackers, malware, and viruses.

Management Plan - CAEN will develop processes for regular scheduling and completion of scans, as
well as analysis and shar'ing of results with department business administrators and department IT.

• Unnecessary Services - Services ar-e applications that allow a computer to interface with its components
and the rest of the world. In order to can-y out their functions, servers and workstations run a number of
services. While some services like e-mail, web browsing, and hardwar'e interfaces are necessar'y and
appropriate; there are instances when computers run services that are neither. Examples of services that
may not be necessary or appropriate under certain circumstances include web servers, telnet, remote
desktop, and database servers. The results of system vulnerability scans across the CoE revealed many
computers (servers and workstations) running unnecessary services. These unnecessary services ar'e
common targets of attack from hackers and malicious softwar·e.

Management Plan - Using scan data from CAEN, department IT will work with system administrators
to identify and classify services that may be nnnecessar·y. Department IT will work with the depmttnent
business and system administrators to determine the necessity of these services, and assist them in
disabling services that are agreed to be lmnecessar·y. Services determined to be necessary will be
documented, and departtnent IT will assist the system administrator in securing the service.
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• Unknown Ports and Services - Computers use services to pelfonn their everyday functions. Services use
ports as their means of communication. When a computer receives data, the data destination port on a
machine helps the computer identify what service needs the data. A vulnerability scan of a system
informs the system's administrator which pOlts are open, and which services are "listening" on the open
ports. Results from vulnerability scans perfOlmed by University Audits at selected departments in the
CoE found a number of computers with ports associated with unknown services running. Leaving
unnecessary ports open on a computer is like leaving doors open on a horne; it provides easy access and
invites unauthorized entry.

Management Plan - Using scan data ii'om CAEN, department IT will work with system administrators
to identify and classify any unknown ports and services. These ports and services will be documented
and addressed in the same manner as unnecessaty services.

• Unknown Systems - The networks within the CoE at'e kept open and easy to connect to for the
convenience of their users. This gives students and faculty a great deal of flexibility in addressing their
computing needs, It allows researchers to easily add unmanaged machines to the computing
environment. However, this also allows other unknown, potentially non-standat'd, unsupported, systems
access to the network. These systems may not confom1 to the security standards of the department's IT
group, and could cause hatm to the network and systems on it. There is cUlTently no procedure for
discovering, and handling unknown systems.

Management Plan - CAEN will work with department IT to develop appropriate procedures for the
identification and handling of unknown systems,

• Unsupported Devices - An unsupported device is defined as anything that uses the network and is not
directly supported by IT staff, In the CoE, this includes sensors, measuring devices, various laptops, and
smart phones (i.e, the Blackbeny and iPhone). While these devices at'e not actively supported by CoE
IT, they still make active use of the network, and in some cases CatTy U-M data. IT staff cUlTently have
no guidelines for handling these non-standat'd items, While these devices are technically unsupported,
IT staff indicates that they assist users with them when possible,

Management Plan - CAEN will work with depattrnent IT groups to determine what devices at'e used,
what devices users want to use, and what devices they think may be used in the neat" future. This group
will develop a best practices guide for users utilizing non-standard devices, A document providing
guidance to IT staff members will be created.

• Users with System Administrator Privileges - Security best practice dictates that users be given restricted
accounts on their computers. This prevents the user from accidentally making critical changes,
inadvertently installing malicious softwat'e, or making changes that could hat'm other systems on the
network. Sometiu1es a user's needs create the necessity to give that user administrator-level privileges.
CoE IT depat"tments do not cunently have dOCIlll1ented processes in place to determine who gets this
privileged access.

Management Plan - CAEN and department IT will develop the recommended documentation and
strategy for monitoring systems where users at'e utilizing the administrator account as their pl1rnat"y
account. Depat"tment IT and administrators of uumanaged machines will work together to reduce the
number of administrator accounts used as priu1aty accounts. CAEN and depat"tment IT will develop a
strategy for monitoring systems where users at'e using the administrator account as their primaty account.

• Updating Firewalls - Firewalls at'e essential to network security. They provide perimeter security, a
barrier between machines on the network and the outside world, keeping the network more secure,
Firewalls are just specialized computers, Like normal computers, they sometimes have vumerabilities
that need to be patched. Network scans performed by University Audits at selected depattments within
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the CoE discovered firewalls with unpatched high-risk vulnerabilities. Vulnerabilities that are left
unpatched provide attackers with an easy point of attack on a system. A compromised firewall supplies
an attacker with easy access to the network it is in place to protect.

Management Plan - CAEN and department IT will develop documentation detailing the fIrewall update
process and schedules for periodic scans. A department IT staff member will be designated by the
department to regnlarly check for updates.

• Machine Setup - IT support groups at each department within the CoE perform nearly all of the new
system builds and confIgurations. This provides for well-configured and secured machines being
deployed to users. Currently, none of the IT support groups at selected departments within the CoE have
their build or setup processes documented. Documentation helps ensure systems are properly and
consistently configured. Without a documented setup procedure, it is easy for technicians to miss
security-related confIguration steps.

Management Plan - Current practices will be reviewed and documented.

• Procedural Documentation - Throughout the CoE, IT groups have found creative and effective ways of
handling a variety of problems. Good practices are in place for system configuration; incident handling;
addressing vulnerabilities, and dealing with non-standard devices. Many of these solutions are not
documeuted. Documentation will help ensme a consistent approach to system administration throughout
the departments.

Management Plan - CAEN and department IT will pelform a review of CUlTent documentation to ensure
that it is up to date. Cunent practices that are not documented will be. A periodic review of CAEN and
department documentation will be scheduled and pelformed.

The overall security postrn'e of research machines in the CoE areas examined by University Audits is good.
University Audits will perform a formal follow-up to the outstanding issues during the fourth quarter of fIscal
year 2009.

Michigan Administrative Information Systems Degree Audit Process
Issued November 14,2008

#2008-123

The Degree Audit System seeks to provide consistent views for degree audit repOlting to all University units.
Degree Audit data provides faculty and staff the ability to:

• Monitor students' progress toward a degree
• Assess data to predict course demand
• Observe trends in courses used to meet requirements

The Degree Audit Report is an intemal University document used to assist the advisor and the student in
determining if requirements for a degree have been met, or which requirements need to be completed prior to
awarding a degree. The Report can also be used for graduation clearance. It is not an offIcial transcript or an
official U-M document. It is, however, confidential and may be released only to the student and others with a
need to know.

Students may request and advisors may grant "waivers" or other "exceptions" to the Degree Audit requirements.
There are forn' types: Course Directives, Requirement Waivers, Requirement Changes, and Requirement
Ovenides. Such exceptions are student-specific:

• A Course Directive allows a comse that is not normally accepted to complete a requirement.
• A Requirement Waiver is used to bypass a specific academic requirement.
• A Requirement Change is used to modify the amount of units or courses needed to complete a

requirement
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• A Requirement Override is used to replace a specific academic requirement.

Like degree qualifications, exceptions and course waivers differ within each unit. Waivers are designed to
comply with a unit's cuniculum and academic policy. The Office of the Registrar does not verify or oversee
waivers within schools. Although units are trained by the Office of the Registrar to enter exceptions, each unit is
responsible for entering its own exceptions.

University Audits examined processes at MAIS, the Office of the Registrar, and in three different academic units l

to evaluate the adequacy and effectiveness of the intemal controls goveming the Degree Audit System regarding:
• Access security
• Data integrity
• Process integrity
• Availability
• Control over exceptions/waivers

Control Issues:
• Academic Advising - The Degree Audit Report was designed to assist with academic advising and

tracking of a student's progress toward graduation. However, in some situations, the Degree Audit Report
may give misleading information for the completion of requirements by including in-progress course
work.

Management Plan - The Office of the Registrar will consult with schools, colleges, and departments to
identify areas for improvements in the business processes aud report needs. This consultation will include
an overview of the features of the interactive Degree Audit Report. The interactive Degree Audit Report
was rolled out in the June 2008 upgrade of the M-Pathways Student Administration software. It is
inlportant for clients of the system to nnderstand the role in-progress coursework plays in the interactive
degree audit process because the interactive report is the foundation of functionality to be implemented in
the future. Future functionality to be implemented will integrate Degree Audit, Course/Class Search,
Backpack, and Registration.

• Calculating GPA's When Courses Are Repeated - In certain programs, a student is required to eam a
minimum GPA in their major or area of concentration to eam a degree. Schools and colleges allow
flexibility in adjusting credits and majOlJconcentration GPAs for certain programs when classes are
repeated. For example, in some schools, like Music, a class may be repeated several times to improve
skills. In such cases, the grade should be snbstituted rather than accumulated. In other schools, proper
calculation of concentration/major GPA requires inclusion of all occurrences of a repeated course. The
Degree Audit System treats repeated courses the same as d,e academic record (transcript) which uses the
credit on the first OCCUlTence of a course in its calculations. Therefore, for some maj01Jconcentration
GPA requirements, the Degree Audit System gives misleading information when a student repeats
courses. In order to eliminate this confusion, some users of the application continue to use the same
manual processes used before implementation of the Degree Audit System for determining a student's
majorlconcentration GPA with repeated courses.

Management Plan - The Degree Audit System uses courses from a student's official academic record
(i.e., transclipt) in its evaluation, using eamed credit and honor points from each course. In some schools,
colleges, and departments, flexibility in the calculation of a concentration/major GPA is allowed. Two of
the methods for calculating the concentration/major GPA include I) using all occurrences of a repeated

1 Detailed testing of Degree Audit System was perfOimed in three user areas:
• College of Engineering
• Ross School of Business
• School of Music
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course and inclnding only the highest grade of a repeated course, or 2) using all occurrences of a repeated
course and including an average of the grades for that repeated course. These practices differ from the
school, college, and department rules regarding credit for repeated comsework and, as such, need valnes
of the GPA data that are not on the student academic record. These practices present challenges to the
set-up of the Degree Audit Report since both are exceptions to the fundamentals of the Degree Audit
System by using courses fiom a student's official academic record. The calculations for these two
exceptional processes cannot be done in the Degree Audit System.

The Office of the Registrar, in consultation with schools, colleges, and departments, will re-evaluate the
approach taken in those schools, colleges, and departments where concentration/major GPA calculation
exceptions are used. Consultations may result in some Degree Audit System setup changes and the
evaluation of cunent business processes to manage these exceptional calculations.

• Entering Exceptions - Enteling student-specific changes to degree requirements (exceptions) in the
Degree Audit System can be extremely time-consuming and complex. There are many screens to
navigate and the response time of the system is slow, so it often takes users several minutes to enter one
exception. Because of this, academic areas often wait to enter exceptions until many have accnmnlated.
This time-lag causes the Degree Audit Report to reflect an invalid student status until exceptions are
entered.

Management Plan - The Office of the Registrar and MAlS will consult with schools, colleges, and
departments to identify areas for improvements in the business processes and system needs. Modification
of the Degree Audit System to send email notification to a student npon data entry of an exception will be
evaluated when the M-Pathways Student Administration notification system is implemented.

Academic units across the University use degree audit reporting for academic advising and graduation clearance.
The Office of the Registrar has a systematic and well-controlled process for integrating departmental requirements
into the Degree Audit System. Although the Office of the Registrar has no approval authority over exceptions,
they train the schools and colleges to enter exceptions conectly. The Office of the Registrar proactively monitors
graduation requirements to ensure they are properly reflected in the system.

Actual data, including exceptions, is stored in M-Pathways. Use of the M-Pathways system to track degree audit
data provides consistent degree audit reporting to all University units. Access to degree audit tables in the data
warehouse and degree audit reports is controlled by M-Pathways and governed by the MAlS access policies and
guidelines. A test of these logical controls determined the application is secme.

Because of the complexity of reporting on degree qualifications and exceptions coded at a department level, some
units have created shadow systems that pull data from M-Pathways into other applications for reporting. MAlS is
attempting to eliminate the need for these supplemental systems. It is important that the M-Pathways system
represent the primary source of data for degree audits.

A formal follow-up to the outstanding issues will be conducted dming the first quarter of fiscal 2010.

Healthcare

University of Michigan Hospitals and Health Centers Cashier's Office
Issued October 17, 2008

#2008-206

University Andits pelformed an audit of the University of Michigan Hospital Cashier's Office (HCO). In
fiscal year 2008, HCO deposited $172 million in patient payments and other revenue and disbursed
approximately $7.1 million in checks.

Specific objectives of the audit included assessing:
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e Employee and management roles and responsibilities to determine if appropriate segregation of duties
exists

• Controls over and management of HCO's check writing process
• Controls goveming the security of cash and cash equivalents to determine whether assets are safeguarded
• Reconciliation processes to verify that cash/cash equivalents activities are appropriately reconciled and

managed
• Compliance with department, UMHHC, and University policies and procedures
• Controls implemented as a result of prior-year audits

Control Issues:
• Segregation of Duties - Proper segregation of duties decreases the Jisk of fraud, enors, or misuse of

assets. During this audit, University Audits noticed several opportunities to strengthen controls by
segregating duties or implementing compensating controls. Specifically:

o Cash Receipt Function: One teller who accepts payments on patient accounts also posts payments
to patient accounts receivable ledgers and reconciles the Online Posting Report to HCO's Posting
Journal. (Note: HCO policies prohibit tellers from posting payments they collected.)

o Credit Card Function: Three tellers who process credit card transactions (sales and refunds) can
also post payments and charge backs to patient accounts. One teller is also responsible for
reconciling credit card charges to the monthly charge statement from Fifth Third Bank.

o Check Writing Function: Three tellers who can write checks and have access to blank check stock
are also responsible for signing cbecks (using a signature plate) and delivering checks to the
intended party. Two of the three tellers can also upload checks into the positive pay system and
are responsible for creating and uploading journal entJies into U-M's General Ledger System.
The bank sends positive pay exception reports directly to HCO management.

Adequate segregation of duties ensures no one individual employee can complete a significant business
transaction in its entirety. To minimize the risk of elTors and misappropJiation, different employees
should pelfonn each of the four major functions associated with processing a transaction: authorization;
custody; record keeping; and reconciliation.

Management Plan
o The responsibility of reconciling daily cash receipts from the online report to the posting joumal

will be reassigned to an individual outside HCO. This will ensure that someone other than a
HCO employee has control over the reconciling function.

o Payments will continue to be posted to patient accounts by someone other than the teller who
accepted the payment. Both individuals' initials will appear on HCO's copy of the receipt. This
will ensure no single individual can complete the transaction in its entirety.

o Management will look into the possibility of a special charge master description code whereby
only management will be authoJized to post credit card payments into patient accounts. As a
result, tellers will be responsible for processing payments and management will be responsible for
posting the payments.

o The daily check upload transfer responsibilities will be transfened out of the cashier's office to
the UMHHC Accounting Office on Green Road, segregating the duties of wliting the checks and
sending the list of checks to the bank.

o The bank will send positive pay exception reports to the UMHHC Accounting Office. HCO will
no longer receive these reports.

• Bank Statement Reconciliation and Check Wliting Practices - During a review of bank statement
reconciliations, University Audits noted that outstanding (umeconciled) items were not investigated
and cleared and that the individual who reconciles the bank statement does not receive positive pay
exception reports. Bank statement reconciliations and review of positive pay exception reports are
impOitant controls that help detect irregul31ities. University Audits also noted that:
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o HCO staff is the bank's primaTY contact. UMHHC administrators may not be alerted about
irregularities noted and reported by bank officials.

o HCO staff voids checks without approval from the UMHHC Accounting Office.
o Several checks were not recorded on the check register (maintained in Quicken).

(Note: All checks were subsequently accounted for as voided checks.)
o Over 100 travel advance checks written between Jtme and August 2007 took between 16 and

85 days to post to the General Ledger.
o The Accounts Payable office does not receive timely notification of travel advance

disbUTsements. This practice creates timeliness issues and delays the reconciliation process.
In some instances, advances are not accounted for in the correct accounting period.

o HCO accepted several refund requests submitted on the wrong form or on an outdated form.
o Amounts listed on several travel advance forms were crossed out and rewritten. There was

insufficient information to determine whether changes were approved by a higher
administrative authOlity.

o HCO disbUTsed funds to travelers/hosts after the departure/event date listed on the
TravellHost Advance form.

Management Plan
o UMHHC Accounting Office personnel will work with HCO staff to balance HCO's bank

account and develop practices to improve management of the reconciliation process.
o HCO management will work with UMHHC Accounting Office to ensure check sequences aTe

in order and there aTe no umecorded voids or missing checks.
o HCO staff will work with Accounts Payable to shorten turnaTound time on travel advances.

Both paTties will try to adhere to a target date of no more than 60 days, provided the request
is submitted by the requestor within a reasonable amount of tUne prior to the departure/event
date. (Note: Checks cannot be posted to the General Ledger until they are picked up or
voided.)

o HCO will refrain from accepting forms that have infomaation crossed out.
o HCO staff will be reminded that ftmds should not be disbUTsed after the departure/event date

listed on the Travel Advance form.

• HCO Check Writing - HCO uses Quicken personal business software to generate checks and
performs as a stand-alone accounts payable function that is not designed with appropriate controls to
support a payable function of over $7 million a yeaT.

o Quicken is not designed with standard accounts payable/check writing coutrols such as
resuicted vendor/payee set-up, u'acking of voids, and audit trails.

o The opportunity exists to bypass U-M Procurement controls.
o A large dollaT volume of vendor and accounts payable information, including 1099 tax

reporting infOlmation, is not captured in University systems such as M-Pathways or repOlted
for tax purposes.

o Significant accounts payable transactional information is not assessable to management and
other University business functions.

Management Plan - Adminisu'ators will facilitate ongoing discussions regarding the inapact of
\

reassigning certain check writing responsibilities to Accounts Payable, University Payroll Office, aud
Hospital Billing. Discussions should include, but not be limited to, tinaing issues, process changes,
control ramifications, and the overall benefits versus drawbacks. To undertake this initiative, it may
be necessary for administrators to assemble a focus group that includes key individuals from affected
departments.

• Recharging Patient Accounts for Voided Credit CaTd Payments - Charge backs (refunds initiated by
credit CaTd providers) aTe not posted to patient accounts. HCO credits patient acconnts after credit
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card payments are processed. However, when credit card providers refund patients for amounts
originally paid to U-M, HCO does not bill the refund to the patient's account.

Management Plan
o Hospital Cashier's Office: Management has developed and implemented a process for

posting charge backs to patient accounts.
o UMHHC and Treasurer's Office: UMBBC Administrators will review charge back activity at

other UMHHC facilities to ensure credit card refunds are appropriately applied to patient
accounts. UMBBC administrators, in cooperation with the Treasurer's Office, will develop
documented procedures for handling charge backs and disseminate procedures to appropriate
staff.

• Follow-up of Outstanding Vouchers - During a review of outstanding vouchers, University Audits
noted that in January 2008, HCO had unpaid imprest replenishment vouchers dating back to October
2007. BCO management usually follows up on unpaid vouchers after 90 days. A timelier follow-up
would have alerted HCO to a missing $5,201 imprest replenishment check from Accounts Payable.
The check, dated October 17, 2007, remained unpaid and missing as of January 2008 and was
discovered as a result of University Audits' surprise cash count. The check was subsequently
cancelled and reissued.

Management Plan - HCO management and Acconnts Payable resolved the missing payment matter.
HCO has received a replacement check from Accounts Payable. HCO management also revised
follow-up guidelines. HeO will follow up with Accounts Payable when vouchers are
outstanding 60 days or more.

• RAC and IDX forms - RAC and IDX forms are three-part receipts nsed to record payments received
on outstanding patient accounts. BCO's process for reconciling RAC and IDX fOlms does not
account for all forms. One copy of the form is used as a customer receipt.

Management Plan - BCO management revised the RAC form reconciliation process. RAC forms
are now logged upon delivery aud used in number-order sequence.

Based on the audit work pelfOlmed, the BCO has established good cash handling controls. Due to the breadth of
activities outside of normal cashiering operations, control improvements are needed in check writing, patient
account posting, and General Ledger journal enuies. University Audits will follow up on the status of action
plans dming the fourth qum1er of fiscal year 2009.

FOLLOW-UP REPORTS

UMHHC Social Worl. Gift-Funded Programs Follow-up
Original Rep0l1 issued May 29, 2008

#2008-804
Follow-up Report issued November 10, 2008

P-Card Multiple Users
Management has provided P-Cards to all staff authorized to initiate purchases for the Guest Assistance
Progtam and is no longer sharing one P-Card among mUltiple users. Management also worked with U-M
Procurement to analyze procurement needs and set appropliate P-Cm'd limits.

Cash Receipt Processing
Management has developed cash receipt procedures that sU'engthen asset secmity, ensure completeness and
accuracy of u'ansactions, and appropriately segregate duties. They m'e currently in the process of rolling out
these procedures to Social Work staff.

19



Emergency Funds
Social Work no longer disburses cash in excess of the $200 limit established by the Hospital Cashier's Office.
Emergency needs in excess of $200 a day, which are used for patient basic needs such as utilities and housing,
are paid by check or credit card directly to the vendor providing the service.

Policies and Procedures
Management has updated the Guest Assistance Progranl policies and procedures for providing assistance to
patients and family members. A process is now in place to periodically review the policies and update
accordingly.

All corrective action was completed or is well underway. This audit is closed

Office of the Vice President for Communications (OVPC) Fiscal Responsibilities Follow-up #2008-211
Original Report issued May 29, 2008 Follow-up Report issued November 10, 2008

Segregation of Duties
The OVPC management has improved segregation of duties in the following processes:

• Cross Pay Register (CPR) reconciliation. GPRs are reconciled against original tinle documents by
an employee independent of the timekeeper. Where the tinlekeeper pelforms this function, a higher
administrative authority reviews the GPR for reasonableness. Unit directors pelform appropriate
monitOl1ng and regular review of the GPRs.

• University Record revenue collection. University Record has segregated the duties of invoicing
customers, collecting payments, and making cash deposits.

• University Record Service Unit Billing (SUB) process. An employee independent of those who
initiate charges verifies the SUB file for accul'acy and completeness. Management and IT staff are
working on implementing an electronic download of this file from the University Record advertising
database.

P-Cards
The OVPC management has strengthened controls over P-Cards by taldng the following actions:

• Implementing a second higher authority review on adlninistrative assistants' P-Card statements.
• Documenting delegation of authority in writing by signing the "P-Card Maintenance Forms" and

pelforming higher administrative authority review where appropriate.

Cash Deposits
The OVPC units have ensured compliance with University cash deposit policies by making daily deposits or
otherwise obtaining and following Treasurer's Office approved exceptions.

Web Yellow
Web Yellow is a database used by MM&D to track expenses, bill clients, and process revenues. MM&D
management has taken action to inlprove controls over Web Yellow by:

• Pelforming daily backups via the Information Technology Central Services Tivoli Storage Manager
(TSM) offsite network backup system.

• Implementing a change log for Web Yellow and effectively using it to document
functionality changes.

The Office of the Vice President for Communications (OVPC) management has strengthened controls as
discussed during the audit. This audit is closed.
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University of Michigan Physical Medicine and Rehabilitation Orthotics and Prosthetics Center (UMOPCl
Follow-up #2008-304
Original Report issued September, 2008 Follow-up RepOlt issued November 24, 2008

e Open and Unbilled Patient Encounter Forms (PEF): UMOPC significantly reduced the number of
open PEFs (see comparative chart below) and implemented monitoring procedures.

OpenlUnresolved Patient Encounter Forms for UMOPC Visits

More than 1 941 96 22 2
ear old

6 months to 1 522 178 75 20
ear old

Less than 6 986 743 730 642
months old (see Note 1)

TOTAL Open 2,449 1,017 827 664
PEFs (see Note 2)

Note 1: UMOPC business requires long cycle times. The interval between the patient's first visit and the final fitting may
be as long as six months due to delays in obtaining pre-authorization from third-party payors, multiple fittings,
and patient cancellations and postponements.

Note 2: UMOPCpractitioners also see patients at the U-M Medical Center and Domino's Fanlls. These visits are not
reflected on the Census Reports referenced above. In March 2008, there was a combined total of72 openPEFs
six months and olderfor these locations. On October 24,2008, there 'was a combined total often open PEFs
greater than six months old for these locations.

UMOPC will continue to monitor PEFs, with emphasis on PEFs six months and older, to ensure
encounter forms are resolved on a timely basis.

• Charge Entry Accuracy: UMOPC developed, implemented, and documented an effective management
review processes to improve charge capture efficiency.

e Reconciling Inventow to Billing Data: UMOPC made considerable progress in implementing an
inventory management system. The inventory system is in place and computers are installed in patient
examination rooms. UMOPC will continue to work with personnel from Contracts and Procurement to
finish vendor setup and full implementation.

e Cash Handling Procedures: UMOPC management developed and documented procedures for reconciling
patient payments to the monthly Statement of Activity. UMOPC management has assumed the
responsibilities of ensw;ng reconciliations are performed accurately and on a timely basis.

• Quality Assurance Program: UMOPC has made satisfactory progress in establishing a quality
assurance program. UMOPC developed an RFP (Request for Proposals) to fiud an outside party
with orthotics and prosthetics expel;ence to review and evaluate UMOPC's medical record
documentation. U-M Procurement Services mailed RFPs to prospective vendors and has started
receiving bids. U-M Procurement Services will continue to work with UMOPC until a vendor is
selected.

Management completed appropriate steps and corrective action on audit recommendations. This audit is
closed.
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Open Audits Follow-up Table
November 30, 2008

Audit Title
Report

Issues
Expected

Date Completiou
Informatiou Technology Central
Services Software Licensing and

2n108
Documentation of procedures for December 2008

Distribution Billing Systems and licensing negotiations and billing
Practices 2007-106

Emergency exits; alarms and
Physical Security at Harlan Hatcher

9/2/08
monitoring systems; fIre safety; safety

January 2009
Graduate Library 2008-303 or patrons and staff; storage; deferred

maintenance; procedures
Practice management system;

University Health Service HIPAA IT
9/2/08

verification of internet access; intranet
March 2009Security 2008-309 tools server; data access procedures;

security policy
Vulnerable systems; unnecessary
services; unknown ports and services;

College of Engineering Research
10/29/08

nnknown systems; unsupported
May 2009

Computing 2008-302 devices; users with system
administrator privileges; updating
firewalls; procedural documentation
Removal of access for terminated

Institute of Continuing Legal Education
11/24/08

employees; role-based access; website
March 20092008-202 usage monitoring; backup power

testing; security assessment
University of Michigan Hospitals and
Health Centers Emergency Department 05/09/08 Training Action Plan January 2009
2008-112
Patient Privacy 2008-401 5/28/08 Policies and Procedures; training January 2009
Medical School Pulmonary and Critical

Grant key personnel; travel and
Care Medicine Operational Review 9/26/08

hosting
March 2009

2008-207

University of Michigan Hospitals and
Segregatiou of duties; bank statement

Health Centers Cashier's Office 10/17/08
reconciliation and check writing

June 2009
2008-206

practices; follow-up of outstanding
vouchers; duplicate facility refunds
Strengthen cash handling procedures;

Matthaei Botanical Gardens & Nichols
instructor payments; credit card

Arboretum, Business Office lntemal 6/19/07
refund controls; remove unnecessary

December 2008
sensitive data in files. We will

Control Review 2007-817
observe and review the annual plant
sale in May 2008

Intercollegiate Athletics Academic
Student counseling practices;

7/18/07 employment and payroll controls; December 2008
Support Services 2007-408 staff training and develooment

University Human Resources Family
12/17/07

Training; update relevant SPG
March 2009

and Medical Leave Act 2007-403 sections; written notifications
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Audit Title
Report

Issues
Expected

Date ComDletion
Controls over physical access; system
user access levels; cOll1lUercial
driver's license testing; vehicle

Transp011ation Services 2007-101 1/28/08 invent01y monitoring; fuel inspection December 2008
upon delivery; gross pay register
review; imprest cash fund; formal
policies and procedures

1-9 Employment Velification Process
1/29/08 Filing timeliness; automation; training December 2008

2007-823
Roles and responsibilities; conflict of

University of Michigan - Flint
9/30/08

interest; disaster recovelY;
Febrmuy 2009

Chancellor's Office 2008-205 reconciliations; segregation of duties;
procedures

Plant Operations Constmction Services
11/4/08 Project management reporting June 20092008-602

Sponsored Programs Subrecipient
11/21/08

Wlitten guidance for PI's; subcontract
June 2009Monitoring 2008-501 template

Financial oversight and Monitoring;

School of Music, Theatre & Dance
several procurement and payroll

Fiscal Responsibilities 2008-815
11126/08 observations; documented procedures; July 2009

wlitten delegation of auth01ity;
imprest cash management;
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